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About This Manual

Introduction

This document chapter includes an introduction to the Fiberroad L2+ Managed
WebGUI Network Management, which also contains Fiberroad Industrial Grade
Ethernet Switch and Commercial Grade Ethernet Switch Series.

Conventions

This document contains notices, figures, screen captures, and certain text
conventions.

Figures and Screen Captures

This document provides figures and screen captures as examples. These examples
contain sample data. This data may vary from the actual data on an installed system.

www.fiberroad.com 1 I



WebGUI User Manual

Copyright©2022 Fiberroad Technology Co., Ltd. All rights reserved. No part of this
publication may be reproduced, stored in a retrieval system or transmitted in any
form, be it electronically, mechanically, or by any other means such as photocopying,
recording or otherwise, without the prior written permission of Fiberroad
Technology Co., Ltd. (Fiberroad)

Information provided by Fiberroad is believed to be accurate and reliable. However,
no responsibility is assumed by Fiberroad for its use nor for any infringements of
patents or other rights of third parties that may result from its use. No license is
granted by implication or otherwise under any patent rights of Fiberroad.

The information contained in this publication is subject to change without notice.
Trademarks

Fiberroad's trademarks have been identified as such. However, the presence or
absence of such identification does not affect the legal status of any brand.

Units of Measurement

Units of measurement in this publication conform to S| standards and practices.

Jan 01, 2022
Version number: 1.0

www.fiberroad.com 2 I



WebGUI User Manual

CONTENTS
REVISION HISTOIY .ottt s 8
Chapter 1 System Configurations ........coceeeinieriieenieeeente e 9
1. About Web-GUI Management.........cceerieiieenienieesie et ssiee s siee s 9
1.1 Preparing for Web Management.......coceoieveenieinieenieeeesiesie e 9
1.2 DEVICE SUMMAIY ..eiiiiiiiiiiiieciie sttt s s 10
1.3 System - AdMINISTrAtOr . ...ccuiiiiieierieeeeee et s 11
1.3.1 System-Administrator-AdminiStrators.......ccoceeviereereenie e 11
1.3.2 System - Administrator - ONliNe USErsS .......covevvievniieriieenieniiesneesieenieens 11
1.3.3 System - Administrator - Management Setting.......c.cccoevveevveirveriveenunenns 12
T4 SYSEEIM LOZ ceeiuiiieiiiieeiieeeitt ettt sttt et s s sab e s sab e e s enbeesanes 12
1.4.7 System LOE — SETEING ...ccovuiieiiiieeitee ettt 12
1.4.2 SyStemM LOZ = VIEW ..uuiiiiiiieiitieeiteeeteeete sttt 14
1.5 CONTIGUIAtIONS....iiiiiiiiecie ettt st be e s b e e baesabeebaeens 14
1.5.1 CoONFIGUratioNS - VIEW.....coviiiiieriiiiiinieeiee sttt sieeste et e e snestaesaee e 14
1.5.2 Configurations = IMPOIt ....cccueviiriinierieieeereeee e 15
1.5.3 Configurations — EXPOIt....c.ccicriiriirieniiienieseesieete et 15
1.5.4 Configurations - Restore Factory Default.........cccccoeveeviniinienenienienienn 16
1.5.5 Configurations — Date & TIMe ......ccccvcvirrieriiiiiienieenee s e sre e 16
1.5.6 Configurations - Summer Time SettiNg ......cccccevvvevrieriieenienieeree e 17
1.5.7 Configurations — DeViICe StatUS ......ccccveveeriieiiieniieeniiesieesee e eseesve e 18
1.5.8 Configurations — ARP Table ....c...cooiiriiiiiiiiieieeeeeeeee e 19
1.5.9 Configurations - Software Upgrade ........ccceveeevieeneeniieenienieeree e 19
1.5.10 Configurations — REDOOL.......cccieriiriiiiierieciccre e 20
2. MANAZEMENT ..eiitieieeee ettt e e e e e s e e s s abe e e e s sabteeessasreeesssnseneesssnneees 21
2.1.1 Management - IP Interfaces — SettingsS.....ccoccevvierieivieenieniienieeeenne e 21
2.1.2 Management - IP Interfaces - DHCP Client......cccooveevieniienienieeneenen, 22
2.1.3 Management - IP Interfaces - DHCP Client(IPV6)......c.ccceceevierveenueennnen. 23
2.2 Management = SNIMP .....coo i 24
2.2.1 Management -SNMP - V1/V2 SETEING ....ccovvviiiiiiiiiiiiiiccieceeee e 24
2.2.2 Management - SNMP = V3 Setting ......ccccccevrviiiiiiiiiiiiiieceeceeceee 25
2.2.3 Management - SNMP - Trap Setting.......ccccceeeviiieiieeniieinieeciee e 27
2.3 Management — LLDP......co i 28

www.fiberroad.com 3 I



WebGUI User Manual

2.3.1 Management - LLDP - Global Setting........cccceoceveeveriienieninienecenicnene 28
2.3.2 Management - LLDP - Port Configurations.........ccecceveevervieneenenseennens 29
Chapter 3 Base CONfigUIation ......c.ccooevierieniiniienieneeieseeseeie sttt saeens 31
3 Base CONFIGUIAtION ..covueviiriiiiieieritee ettt sttt st saeens 31
3.1.1Base Configuration-Port-Status And Setting.........cccevveevveriieenieniieeneennenn 31
3.1.2 Base Configuration-Port-Description ........c.ccceceeviervieenieniieenienreesieenneen 32
3.1.3 Base Configuration-Port-StatiStiCS.......ccvvvereriienienenieneereeieseeie s 33
3.1.4 Base Configuration-Port-SFP Information ..........cccceeveveeneniienienenniennns 34
3.1.5 Base Configuration-Port-SFP Detail Information........c.ccceceeveniininiienenne 35
3.1.6 Base Configuration-Port-TraffiC.......cccceeveiniiniiiniiinieeniesecieseeee s 35
3.2 Base Configuration - VLAN ......cociiiiiiiiiicriececste et sie e e 36
3.2.1 Base Configuration-VLAN-BasiC SEtting .......c.cccevvevervieneeneriienienienieniens 36
3.2.2 Base Configuration-VLAN-POrt SEtting.......ccocceveeveriieneenenieneeniesieniens 37
3.2.3 Base Configuration-VLAN-Double VLAN .......cccoceeveriienienenienienieeieniens 38
3.3 Base Configuration-QOS ........cocuiiiieriiiiriieiieeeesre ettt sa e s 39
3.3.1 Base Configuration-QoS- Mapping -802.1p Priority......ccccceevvvervverrvennenn 39
3.3.2 Base Configuration-QoS- Mapping - DSCP Priority......ccccccevvieriveenvennenn 39
3.3.3 Base Configuration-QoS- Mapping - Local Priority ....c.cccoceeverveeneriiennnns 40
3.4 Base Configuration-QOS- POrtS.......coouiiiiiniiiiienieeiee et 41
3.4.1 Base Configuration-QoS- Ports-Port Priority .....c.ccceeeevveevieenienineennennenn 42
3.4.2 Base Configuration-QoS- Ports-Rate Limitation ........cccccevvveniencieennennnen, 43
3.5 Base Configuration-FDB Table........cccccveviiiiiiiiiniiciecicceesreeee e 44
3.5.1 Base Configuration-FDB Table- Configuration - Aging Setting .............. 44
3.5.2 Base Configuration-FDB Table- Configuration - Static Mac Entry ......... 44
3.5.3 Base Configuration-FDB Table- Configuration - Port Learning Ability .45
3.5.4 Base Configuration-FDB Table- FDB Table........ccccevvvvvieviiienienieeniennen, 46
3.5.5 Base Configuration-FDB Table- Delete Entries......cccccovvevvienciencieenvennnn, 47
3.5.6 Base Configuration-FDB Table- Port Mirror.......cccceceveevenvieneenennicnens 48
3.5.7 Base Configuration-FDB Table- Port Isolate ...........ccccevvevirienieiiennicnens 49
3.5.8 Base Configuration-FDB Table- Storm Filters.........cccvvevinieniiicnncnens 49
4, Advanced CONfiBUIratioN ......cceeiirierieiiienienieete sttt 51
4.1 Advanced Configuration - Ports — Ports Security .......coceeveeveeveneenenniennen. 51
4.2 Advanced Configuration = ACL .....ccceeveerieriieenieeieenee et 52

www.fiberroad.com 4 I



WebGUI User Manual

4.2.1 Advanced Configuration - ACL - ACL Group Setting.......ccccceevveerueervennne. 52
4.2.2 Advanced Configuration - ACL - ACL Rule Setting......c.cccoceevervenerneennen. 53
4.3 Advanced Configuration = DHCP SNOOPING ..c..ccovevierierieriienienieeienienieeieenees 55
4.3.1 Advanced Configuration - DHCP snooping - Global Setting.................. 55
4.3.2 Advanced Configuration - DHCP snooping - Port Setting...........cccc.c..... 56
4.3.3 Advanced Configuration - DHCP snooping - Binding Table .................. 56
4.4 Advanced Configuration = DHCP Server.......cccoeeverieniennienieneeieneesieeeeenees 57
4.4.1 Advanced Configuration - DHCP Server - Global Setting..........c.cceu..... 57
4.4.2 Advanced Configuration - DHCP Server - IP Address Pool.................... 58
4.4.3 Advanced Configuration - DHCP Server - IP Address Lease Information
.............................................................................................................................. 59
4.5 Advanced Configuration = MUItICASt .....coververiineeiienieneeieseeseee e 59
4.5.1 Advanced Configuration - Multicast - Manual Address Setting ........... 59

4.5.2 Advanced Configuration - Multicast - IGMP snooping Global Setting .60
4.5.3 Advanced Configuration - Multicast - IGMP snooping VLAN setting ...61
4.5.4 Advanced Configuration - Multicast - IGMP snooping IP Groups........ 62
4.5.5 Advanced Configuration - Multicast - IGMP snooping MAC Groups ..63
4.5.6 Advanced Configuration - Multicast - IGMP snooping Multicast Table

.............................................................................................................................. 63
4.6 Advanced Configuration = GMRP .......c.cocuiiiiiiniiniierieeeese e 64
4.6.1 Advanced Configuration - GMRP- GMRP Setting.......c.cccoeoeervieeneennennne. 64
4.7 Advanced Configuration = GVRP.......ccccoviiiiiiniinierieeeeee et 65
4.7.1 Advanced Configuration - GVRP - GVRP Setting........ccccceeveeriieeneennennne. 65
4.8 Advanced Configuration = 802.1X ....cccierierrieenienireesreeiee e esiee e esieesaeeseeeens 66
4.8.1 Advanced Configuration - 802.1X - Authentication Server.................... 66
4.8.2 Advanced Configuration - 802.1X - Global Setting .........cccccevveeveenienne. 67
4.8.3 Advanced Configuration - 802.1X - Port Configurations............cccc.c..... 68
4.8.4 Advanced Configuration - 802.1X - User Authentication Info .............. 69
4.9 Advanced Configuration - Link Aggregation ..........cceveevereeneenienieneeniennee. 70
4.9.1 Advanced Configuration - Link Aggregation - Global Setting............... 70

4.9.2 Advanced Configuration - Link Aggregation - Port Configuations....... 71
4.9.3 Advanced Configuration - Link Aggregation - Aggregation Information

www.fiberroad.com 5 I



WebGUI User Manual

4.10 Advanced Configuration — LOOPDACK ........ceeeerieriienieniiiinicceneceeeen 73
4.10.1 Advanced Configuration - Loopback - Global Setting........c..cccceeuenuee. 73
4.10.2 Advanced Configuration - Loopback - Port Configuration ................. 74

4.11 Advanced Configuration = STP .....ccccoviiririinieneeieneneee st 75
4.11.1 Advanced - STP - Bridge Configuration.......ccccceceereeniienneeniieeneesieennes 75
4.11.2 Advanced-STP-Mapping Configuration ........ccoccevcveeveeniienneeniieeniesieenes 76
4.11.3 Advanced-STP-Priority Configuration.......c.cceccevvenernenienennenieneeieenen 77
4.11.4 Advanced-STP-CIST Port Configuraion........cceceeveeneevieneeneeniennes 77
4.11.5 Advanced-STP-MSTI Port Configuraion.........ccceeceeveevieneeneeniennen. 79
4.11.6 Advanced-STP-Bridges StatuS.......cccvvevveeriennienienneenieeieesneeens 80
4.11.7 Advanced-STP-POrts Status......c.cceeeeveriereenenieneesieeieseeseeeeeeen 81
4.11.8 Advanced Configuration = StatiStiCS......cccevervierieneniieniereeie e 81

4.12 Advanced Configuration — ERPS .......cccoviriiniinieieneeesesteeeie e 82
4.12.1 Advanced Configuration - Global Setting ..........ccoceevevvveneeieniieneenienen. 82
4.12.2 Advanced Configuration - ERPS - Ring Setting ........cccecvevvvervieeneennennnes 82
4.12.3 Advanced Configuration - ERPS - Ring Information.........cccceceeveeuenen. 83

413 L3 Config - Static Router Config.....cocevviiiniiniiirienieeiesieeniee e 84

4.14 Advanced Configuration — AlarM........cceoeeierienenieneeneeesee e 85
4.14.1 Advanced Configuration - Alarm -Relay Setting .......c.cccovceervveeneeniennne. 85
4.13.2 Advanced Configuration - Alarm - Led Setting.......ccceccevvvercveeneesvennnen 85
4.13.3 Advanced Configuration - Alarm - Temperature Setting..........cccc.c..... 86
4.13.4 Advanced Configuration - Alarm - Trap Setting .......ccccevvvvrvvvereenvennnen 86
4.13.5 Advanced Configuration - Alarm - Power Setting ........ccccvvveeveennennne. 87

4.15 POE MANAZEMEBNT .....eeiiiiiiiiiie ettt ettt s 87
4.15.1 PoE Management - Port Configuration .......ccccceceeriencieeneeniieeneesneenens 87
4.15.2 PoE Management - Smart Power Configuration.........cccceeeevviveneennennne. 89
4.15.3 PoE Management - Time Range and Time Supply Configuration ....... 89

4,16 EXEENAEA....cciiiiiiiieiieieeceee et 90
4.16.1 Extended - Port Cable Setting .......cccocveveerieiniinieeeesieeee e 90
4.16.2 Extended — PING TSt .couiiiiiiiierieeieerteete ettt 91

5 EXEENSION o s s 92

5.1 SeriesS ManagemMeNT......cuii it 92
5.1.1 Series Managemetn- Serial DeVICe .......ccceverienieniinienicienececeeeeee 92

www.fiberroad.com 6 I



5.1.2 Series Managemetn- Serial Protocol

5.1.3 Series Managemetn- Serial Statistics

www.fiberroad.com

WebGUI User Manual



Revision History

Version Date

1.0 2017/12/04

2.0 2022/07/4

www.fiberroad.com

Author

WebGUI User Manual

Reasons of Change

Initial Release

MSTP/Port
Description/Static
Route/Summer Time

Section(s)
Affected

All

Portion



WebGUI User Manual

I Chapter 1 System Configurations

This chapter describes the port configuration in detail, including but not limit to the
following:

o,
L X2

Administrator
Router Table

ARP Table
Software Upgrade

o,
£

o,
L X2

o,
£

1. About Web-GUI Management

There is an embedded HTML web site residing in flash memory on CPU board of the
switch, which offers advanced management features and allows users to manage
the switch from anywhere on the network through a standard browser such as
Mozilla Firefox or Chrome. (Note: Window IE is not supported) The Web-Based
Management supports Mozilla Firefox 54.X or later, or Chrome 59.X or later. The
Web browser is a program that can read hypertext.

1.1 Preparing for Web Management
Before using the web management, install the Ethernet Switch on the network and
make sure that any one of the PCs on the network can connect with the Ethernet
through the web browser.
All of the Fiberroad Network Switch default value of IP, subnet mask, username and
password are listed as below:
< IP Address: 192.168.1.6

HTTP service: Enable

User Name: admin

Password: admin

o,

*

o,

S

g

R/
*¢

o,
L2

Password
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1.2 Device Summary

Overview the device information and port status.

L2+ Managed Industrial Ethernet Switch with
Serial Ports Series

FIBERRDAD

L2+ Managed Industrial Ethernet Switch Series

www.fiberroad.com
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FIHERROAD

L2+ Managed Industrial Ethernet Switch with
Optical Fiber Bypass Series

<

L2+ Managed Industrial Ethernet Switch Series

FIRERACAD

L2+ Managed PoE Switch Series(Commercial Grade)
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1.3 System - Administrator
1.3.1 System-Administrator-Administrators
Add Users and its level, status and description.

Add User
Name |
Password [
Canfieem Password ||

Item Description Notes
Name/Password/ConfirmPassword As Needed
Level Super/Senior/Junior/Guest

Status ON/OFF

Description As Needed

Remarks: 1. A total of 16 users can be added regardless of the level

1.3.2 System - Administrator - Online Users
Overview online users information

" Login Type  Login Information togin Time | Pescipion I
| web-3 | it 1921681138 | 2000-01-01 0007.08 | Defaut Adminitrator |

[Refrosn

Remarks: 1, Only super administrator have this privilege.
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1.3.3 System - Administrator - Management Setting

Access Timeout Setting

WebGUI User Manual

e (—TTTTTT !
Toinet ® Enabled O Dissbled Timeout!s [<1-30> DetaultSminutes |
wes # Enabled O Disabled Timeout 5 130> DefaultSminutes |
Rafresh | Apply
Item Description Notes
Consolt Timeout 1-30(When enabled) Default:5 minutes
Telnet Timeout 1-30(When enabled) Default:5 minutes
SSH Timeout 1-30(When enabled) Default:5 minutes
WEB Timeout 1-30(When enabled) Default:5 minutes

1.4 System Log

1.4.1 System Log - Setting

In the system log setting interface, you can view or modify system log configuration

System Log Setting _ |
TS e |
| Output To Remote Hosts == |
|| Host 1P Address Hast Ip Port Level |
Item Description Notes
Admin Status Enable/Disable Default: Enable
Output To Console ON/OFF Default:OFF
Output To Local Cache = ON/OFF Defalt:ON
Level System log level, divided into 8  Default: INFO

www.fiberroad.com
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levels according to the severity
EMERG: level 0, the system
cannot be used

ALERT : Level 1, need to be
processed immediately

CRIT: Level 2, Severe State
ERR: Level 3, Error Status
WARNNING : Level 4, Warning

Status

NOTICE : Level 5, normal but
important state
INFO : Level 6, Notification

Event

DEBUG : Level 7, debugging

information

Click the “Add” button, to the output to remote hosts setting.

Expand) Cotlapse
—
i
:':“.;Z;‘:w.n
Item Description Notes
Host IP Address Remote log host IP address
Host IP Port Remote log host port, range 514,1024- Default:514
65534
System log level, divided into 8 levels Default: INFO
according to severity
EMERG: level 0, system cannot be
used
ALERT : Level 1, need to be processed
immediatel
Level ediately

CRIT: Level 2, Severe State

ERR : Level 3, Error Status
WARNNING : Level 4, Warning Status
NOTICE : Level 5, normal but

important state

INFO : Level 6, Notification Event

www.fiberroad.com
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Remarks: 1. The smaller the log level value, the higher the level. Only logs with a level
equal to or greater than the set level will be output. For example, if you set the
logging level to the console to 5 (NOTICE), only logs with level 0 to 5 will be output to
the console.

1.4.2 System Log - View

System Log
| Refresh | Reversed | Export | Ciear

2000-01-01 00100113 I MAIN: eDefaultandreboot| [Reset Button] &
2000-01-01 00:00116 I LOGD: o |
2000-01-01 00100110 I LOGD: Syslogd Start

2000-01-01 00100110 I LOGD! OUEpUE to Console (levsl. ) disabled

2000-01-01 00
2000-01-01 00
2000-01-01 00
2000-01-01 00100115
2000-01-01 00 8
2000-01-01 00

LOGD: Output to Cache File(level=INFO) enabled

LoGD: Output to TETE Server(level=INFO,1p=0.0.0.0:0) disabled

MAIN: sysDoRestoreDefaultAndReboot! (Reset Button]

10GD: Syslogd Stop

106D1 Syalogd Start

LOGD: Output to Console{level-INFO) disabled

LOGD: Output to Cache File(level=INFO) enabled

10901 Output to TETF Server(levelsINFO,ip
raton: V2.0

ultAndReboot! [Reset Button]

1
1
1
1
1
1
1
1

81

20000101 00:00:08 T

2000-01-01 00100109 B

2000-01-01 00100112 1

2000-01-01 00100114 I

1
1
1
1
N
1
1
1
1
1
1
1
H

0.0:0) disebled

+ Syslogd Start
10GD: Qutput to Console (level=INFO) disabled
LOGD: Output to Cache File(level=INFO) enab.
LOGD: Output to TETP Sesver(level=INFO, ip=0.
MAIN: Switch Daemon Veraion: ¥2.0

MAIN: sysDoRestorsDefaultAndRebcot! (Reset Button]
L0GD: Syslogd Stop

10GD: Syalogd Start

LOGD: Output to Console (level=INFO) disabled

2000-01-01 00100108
2000-01-01 00 8
2000-01-01 00100108
2000-01-01 0010008

.010) dizabled
2000-01-01 00100108
2000-0.

1-01 00
1

0-01-01 00 9
2000-01-01 00100109
20000101 00100108
2000-01-01 00100113
2000-01-01 00100115

10GD: Output to Cache File(level=INFO) d

LOGD: Output to TETF Server(level=INFO,1p=0.0.0.010) disabled

MAIN: sysDoRestorsDefaultAndReboot! (Reset Button) -
LoGD: 2yslogd Stop

Description

Reversed New to old display in chronological order

Clear Clear he contents of the system log

1.5 Configurations
1.5.1 Configurations - View

| Configuration View
View || Rurning Configuraion | tarup Configeation | Reload |

e e 3
I8ystem Mame : mwitoh

{Product : FR-TM3208

|Sefivate Version  © ¥E.0172.0)

1Product MAC Address : 00 541

|18ystem Date Time ¢ 2000

oty Sanfigurstion o

teommand in ‘aystem'

|taystem tims

e oo 26

s

1

tayalen

sysleg snabls

do s vsive Semete

S5 cace wakis Suvel &

1

R ——

‘timecut consals §

timeout Telnst ®

Fermiih g

{timecut ssh S

¥

!

leommand in ‘edministrator’ -
{ogin way: sasble telost 7
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Item Description Notes

Startup Configuration Show system startup configuration  Text Style

1.5.2 Conf'guratlons Import

[lw«n |[Browna...| |

Remarks: 1, In the Configurations [Import] interface, click [Browse], select the
configuration file to import, and click [Submit] to start the import.

1.5.3 Configurations - Export

Startup configuration \
Export || Expon | |
w |
Land | Ewont | ]

Remarks: 1. Export configuration is divided into startup configuration and running
configuration. Click [Export] in the corresponding project to prompt up the "File
Save" dialog box (different browsers may differ, here take the IE11 browser as an
example), click [Save] to export the corresponding configuration file to the local.

www.fiberroad.com 15 |
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1.5.4 Configurations - Restore Factory Default

................. TT_Romtre_ | vtem wit rsbom are restormg o ctry vt ]

Configuration Steps

1, Click [Restore] and then click [OK] in the confirmation dialog box to restore the
factory configuration.

2. Click [Cancel] to cancel the factory configuration restoration. After a successful
factory reset, the system automatically restarts to take effect to the factory
configuration.

Date & Time

System Time 2000-01-01 00:08:00

Time Zone (GAIT=3100)Bojng Porh. Singapore_ Hong Kong

Wanual Set Time 2000 v |Year (01~ |Menth 01 v|Day[00 v Hour 07 v |Minute 57 !Second| SetioPC tims |

1.5.5 Configurations - Date & Time

SNTP Client Disatisd v |

Ratrost | Apply

Item Description Notes

System Time  Display the actual effective system time. Read Only
. System time zone setting, select any time

Time Zone

zone from the drop-down list.

It can be set after the SNTP client is disabled.

The year range is 1970-2037.0thers are the

same as the common settings.

Set to PC time Synchronize with PC time

SNTP Client Enabled: Enable the SNTP client Default:Disabled

Manual Set
Time

www.fiberroad.com 16 I
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Disabled: Disable the SNTP client

Date & Time
Systarn Time 2018 06 25-17-15:52
Time Zone (GMT+8.00) Beijing, Perlh, Singapore, Hong Kong k2l

Manual Set Time *Month[25 v Day[ 17+ Houtr[15 v [Minute[10  r Second

SNTP Client Enabled v @

# |Unicast IP:6.8.58 Inherval(unit:minutcs}{‘!_‘tjq |<‘IO~43200> |_§¥'_|19_59w_|

I pultiCast

" Broadcast

Syne Status

| Refresh [ Apply
Item Description Notes
. These three modes

Unicast .
Synchronous . are multi-selectable,

Multicast

Mode but at least one must
Broadcast
be selected

IP address pf SNTP, Default IP address

IP 8.8.8.8; Interval range 10-43200, and Onlyfor unicast mode
default value 1440

Interval SNTP client time synchronization interval ~ Only for unicast

Sync now SNTP client immediate synchronize times

1.5.6 Configurations - Summer Time Setting

Summer Time Setting — |
Summer Time: | Disabiod v | |
Non-Re

Refresh | Apply

R

Configuration Step
1.Select [System/ Summer Time] in the navigation bar to enter the [Summer Time]
interface.

Non-Recurring
Summer Time Setting
Summer Time | Non-Recur v
Start Time 11970 v|Year 01 v|Month[01 ~|Day 00 ~|Hour 00 v|Minute 00 v|Second
End Time 11970 v |Year 01 ~|Month |01~ |Day 00 ~|Heur 00 w|Minute 00 ~|Second
| Offset{unit minutes) [o | €1-1440> Default-Ominutes

| Retresh [ Apply |

www.fiberroad.com 17 I
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Recurring

Summer Time Setting

Summer Time

Start Month January v

Start Week First ~

Start Day Monday v

Starting Time of Day 00 ~|Hour[00 ~ Minute[00 ~ Second
End Month Janvary v

End Week First -

£nd Day Manday v

Ending Time of Day

Offset{unit:minutes) 1

Default: Disabled

1.5.7 Configurations -

00 ~|Hour|00 +|Minute|00 v |Second

<1-1440> DefaultOminutes

Device Status

Expand| Collapse Device Information

Davice Summary Product Model
B Systad System Name.
Adlnistraty Product MAC Address
‘:‘ Z:“':"n"“"“ Product Serial Number
i Software Version
Vgt Saftware Released Date
Fhaby Hardware Varsion
Restore Factory Default Date And Time
Date & Tims Running Time
Summar Time CPU Usage
Davics Statis Memary Lisage
ARP Tabla Nuram Usage
Software Upgrade Current Temperature
Raboat. Power Supply Status
‘Varsion Infarmation
Management
+ Basa Configuration
+ Advanced
13 Config
+ Alarm
~ PoE Management
Port Config
Smart Power Config
Time Range Config
Timing Supply Canflg
+ Extanded

FR-7M3208

switch
001893125440
M/A

V20

2022-04-27 093055

26.9% (Total1 26484 KBytes, Frae:02436 KBytes)
3.9% (Total. 262136 Bytes. Free:251660 Bytes)
noc

Bawer 1

Ralresh

In the [Device Status] interface, the basic information and the operating status
information of the device system are displayed.

Item Description Notes
Product Model The device mode Read Only
Product MAC The device MAC address Read Only
Address

Product Serial The device product serial number Read Only
Number

Software Version The software version running on Read Only
Software The time when running the software Read Only
Released Date

Hardware Version The hardware version of the current device Read Only
Date and Time The device system time Read Only
Operation Hours  The system running time Read Only
CPU Usage The system's CPU usage. Read Only
Memory Usage The memory usage of the device system Read Only
Configuration Configuration space usage of the device Read Only
Usage system
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1.5.8 Configurations - ARP Table
Each switch has an ARP table to stroe the IP addresses and MAC addresses of the
network devices.

1P Address | MAC Address Interface |
[ 192.168.1.138 19‘BFC&| E3273F [Iw ‘

wi [t ft [Ge] Fst [ Last | | Relesh |

1.5.9 Configurations - Software Upgrade

System Information

Product Model FR-TM3208
Software Released Time | 2022.0427 093085
Software Version V2o

| Softwara Upgrade. |
| software Upgrade | Browsa. |

Submit_ |

Configuration Step

1, On the [Software Upgrade] interface, click [Browse] to select the upgrade file to be
imported. (The upgrade files are generally of the form .ub and .urk. Marked with "b"
for BOOT files and "r" for "File System". The file is marked with k for the file with the
kernel. Click [Submit]. The system starts uploading the upgrade file. After the upload
is complete, the device automatically restarts to update the software after the
upgrade is complete.

2, During the software upgrade, make sure that the device is powered up until the
upgrade is completed.
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1.5.10 Configurations - Reboot

| Reboot
{a-ml l Rebaot |

| S

Configuration Step

1.Select [System / Configurations / Reboot] in the navigation bar to enter the
[Reboot] interface

2. Click [Reboot] and the ‘Confirm Restart’ dialog box will pop up. Click OK to restart
the device. A restart progress bar is displayed. Click [Cancel] to cancel the restart of
the device.

192.168.1.6 says

Are you sure you want to reboot the system?

OK Cancel

Message window

System is rebooting...

-
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I Chapter 2 Management Configurations

This chapter describes the port configuration in detail, including but not limit to the
following:

% |P Interface
<+ SNMP

o,
.
o,
*

% LLDP

2. Management

2.1.1 Management - IP Interfaces - Settings

IP (Internet Protocol Address) is short for IP Address. IP address is a unified address
format provided by the IP protocol, which assigns a logical address to each network
and host on the Internet to mask physical address differences.

Expand| Collapse Mame 1P Address 1PvE Address VLAN
Devica Summary -
- Management
= 1P Interfaces
g
DHCP Client
DHCP Client{IPvé)
+ SNMP
* LLDP
4 Base Configuration
+ Advanced
413 Canfig
+ Alarm
= PoE Managemant
Port Config
Smart Power Canfig
Time Range Config
Timing Supply Canfig
+ Extended

Configuration Steps

1. Select [Management / IP Interface / Setting] in the navigation bar to enter the IP
interface [Setting].

2. All current IP interface and configuration information can be viewed in the IP
interface [Setting],

3. To add a new IP interface, click [Add], then fill in the relevant configuration, and
click [Apply],

4. To modify an IP interface, check the corresponding IP interface, click [modify], then
modify the configuration, and click [Apply], the IP interface is shown.

5. To delete an IP interface, check the appropriate IP interface and click [Delete].
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Setting
Static IP Address | | IPv4(AB.C.D)
Subnet Mask | | IPv4(AB.C.D)
VLAN | | <1-4094>
IPv6 |Disabled  v|
IPv6 Address | | IPVB(X:XXX/M)
l Apply H Cancel ]
Item Description Notes

Static IPv4 address, the format is dotted
decimal system, each interface IPv4

SEEEIPAC b address can not be in the same network AB.C.D
segment.

Mask The mask of IPv4 address A.B.C.D

VLAN VLAN bound by assigned IP interface <1 - 4094>

IPv6 Disabled/Enabled Default:Disabled

IPv6 Address XXX XIM

2.1.2 Management - IP Interfaces - DHCP Client

Expand| Collapse IDHCP Client Setting
Devica Summary. Admin Status Disabled - Aoply
+ System
= Management DHCP Client Status
= 1P Interfaces
Setting
DHEP Clisfe
DHCP Cllent{IPvs)
+ ShmP
- LLDP
+ Base Configuration
+ Advanced
+ 13 Config
+ Alarm
= PoE Management
Port Config
Smart Power Canfig
Time Range Config
Timing Supply Canfig
+ Extended

Configuration Step

1,Select [Management / IP Interface / DHCP Client] in the navigation bar to enter the
[DHCP Client] interface.

2,In the [DHCP Client] interface, you can view the current configuration information
and DHCP client status.

Item Description Notes

Admin Status Enable/Disable Default: Disable
Renew DHCP Client renew the configuration

Release DHCP Client release the current
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configuration
Refresh Refresh the configuration

2.1.3 Management - IP Interfaces - DHCP Client(IPv6)

DHCP Client(1Py6) Setting \

Adewin Status [Dsaces > [ aemy | 0l

DHCP Client(IPvE) Status

Configuration Steps

1,Select [Management / IP Interface / DHCP Client(IPv6] in the navigation bar to enter
the [DHCP Client(IPv6] interface.

2,In the [DHCP Client(IPv6)] interface, you can view the current configuration
information and DHCP client status.

Item Description Notes
Admin Status Enable/Disable Default: Disable
Renew DHCP Client renew the configuration
Release DHCP Client release the current
configuration
Refresh Refresh the configuration
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2.2 Management - SNMP

2.2.1 Management -SNMP - v1/v2 setting

The Simple Network Management Protocol (SNMP) is an Internet Standard protocol
that is based on the manager/agent model with a simple request/response format.
The network manager issues a request and the managed agents will send responses
in return.

Expand| Collapse
®Enabled ) Disabled
<1-65535> Default161

DHCP Client(IPv8)
- SNMP

! Nt Community (Any UTF-8 String Except Spaces, MAX: 127 Bytes) Type
V3 Setting Communities publc Read-Only  Read-Write
Trap Setting private Read-Only ~ Read-Write

Time Range Config
Timing Supply Canfig
+ Extended

Configuration Steps

1.Select [Management / SNMP / V1/V2 Setting] in the navigation bar to enter the
SNMP interface.

2.You can view the Base Setting of SNMP in the [SNMP Base Setting] interface.

3.To modify the Base Configuration, modify the corresponding configuration in the
configuration box, and then click [Apply] to make effective.

4. If you want to add a group word, click [Add] and a group word is added to set the
group word name and type.The system supports up to eight group characters, with
the first and second being the default, so you can add up to six more.Click [Apply] to
make effective.

5. To delete a group word, click [Delete] on the right corresponding entry (the first
and second are the system default, cannot be deleted), and click [Apply] to make
effective.

Item Description Notes

Admin Status Enable / Disable Default: Enable

SNMP Port SNMP port with Range <1-65535> Default: 161
System name, any legal character other

SNMP Name than a space can be entered with a

maximum length of 255

System location information, any legal
System Location  character other than a space can be
entered with a maximum length of 255

System contact information, any legal

System Contact character other than a space can be
entered with a maximum length of 255
Communities Name: Any legal character other than a
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space can be entered with a maximum
length of 127

Type: Read and write

Note: The system supports a maximum
of 8 group characters and requires at
least two group characters. The default
two group characters can only change
the group name, cannot change the type
or delete. Click [Add ] to add a group
character, add a group character can
change the name and type, and delete.

2.2.2 Management - SNMP - v3 setting

SNMPv3 addresses issues related to the large-scale deployment of SNMP,
accounting, and fault management. Currently, SNMP is predominantly used for
monitoring and performance management. SNMPv3 defines a secure version of
SNIMP and also facilitates remote configuration of the SNMP entities.

Expand| Collapse User Name User Type Security Level Auth Type Auth Password Priv Type Priv Password
Davice Summary
4 System
- Management
= 1P Interfaces
Setting
DHCP Client
DHCP Client{IPvé)
= SNMP
V1/V2 Setting

eing
Trap Setting
o LLDP

+ Base Configuration

+ Advanced

+ 13 Config

+ Aarm

= PoE Management
Port Config
Smart Power Config
Time Range Config
Timing Supply Canfig

# Extended

Configuration Steps

1.Select [Management / SNMP V3 Setting] in the navigation bar to enter the SNMP
interface.

2.You can view the Base Setting of SNMP in the [SNMP Base Setting] interface.

3.To modify the Base Configuration, modify the corresponding configuration in the
configuration box, and then click [Apply] to make effective.

4. If you want to add a group word, click [Add] and a group word is added to set the
group word name and type.The system supports up to eight group characters, with
the first and second being the default, so you can add up to six more.Click [Apply] to
make effective.

5. To delete a group word, click [Delete] on the right corresponding entry (the first
and second are the system default, cannot be deleted), and click [Apply] to make
effective.
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¢ g
=
Timing Supply Canfig

Item Description

User Name As Needed

User Type Read-Write/ Read-Only
NoAuthNoPriv:Communication without authentication and
privacy.

Security Level AuthNoRriv:Communication with authentication an witout
privacy.
AuthRriv:Communication with authentication and privacy.
NoAuthNoPriv can’'t support
MD5: The MD5 message-digest algorithm is a cryptographically
broken but still widely used hash function producing a 128-bit
hash value.

Auth Type SHA: In cryptography, SHA-1 (Secure Hash Algorithm 1) is a
cryptographic hash function which takes an input and produces
a 160-bit (20-byte) hash value known as a message digest -
typically rendered as a hexadecimal number, 40 digits long.

Auth As Needed

Password

Only supports AuthPriv level

DES: DES is based on the Feistel structure where the plaintext is

divided into two halves. DES takes input as 64-bit plain text and
Priv Type 56-bit key to produce 64-bit Ciphertext.

AES: AES algorithm takes 128-bit plaintext and 128-bit secret key

which together forms a 128-bit block which is depicted as 4 X 4

square matrix.

Priv password As Needed
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2.2.3 Management - SNMP - Trap Setting

The Simple Network Management Protocol (SNMP) is an Internet-standard protocol
used to manage devices on IP networks. The SNMP messages are used to inspect
and communicate information about managed objects. The Trap message is one of
the types of SNMP messages which are generated to report system events.

Expand| Collapse SNMP Trap Setting
Device Summary Admin Status

+ System

= Management
= 1P Interfaces

Enabled ® Disabled

Send Au Enabled @ Disabled

Default Trap Community

Add
Setting Trap Servers

DHCP Client

DHCP Client(IPvS)
= SNMP

V1/V2 Setting

V3 Setting

 UDp

+ Base Configuration

+ Advanced

+ 13 Config

+ Alarm

= PoE Management
Port Config
Smart Power Config
Time Range Config
Timing Supply Canflg

+ Extended

Configuration Steps

1. Select [Management / SNMP / Trap Setting] in the navigation bar and enter the
SNMP [Trap Setting] interface.

2. The current trap configuration of SNMP can be viewed in the SNMP [Trap Setting]
interface.

3. If you need to modify the Trap Setting, modify the corresponding configuration in
the configuration box, and then click [Apply],

4. If you want to add a Trap server, click [Add] and the Trap server entry will occur.The
system supports up to 4 groups of Trap servers, the first group is the default of the
system and cannot be deleted, so you can add up to 3 groups of Trap servers, click
[Apply] to make effective.

5. If you want to delete the Trap server, click [Delete] on the right of the corresponding
entry (where group 1 is the default of the system and cannot be deleted), and click
[Apply] to make effective.

SNMF Trap Sctting

Admin Status ) Enabiled ®) Disabled

Send Authentication Failed Trag ) pinabled @) Disabled
Default Trap Comnumty pubdic [ Ay UTE- Stwing Exeept Spaces, MAX: 127 Bytes)
S Index | Comumunity (Any UTF-8 String Except Spares, MAX: 127 Bytes) Server IP Addresa . Server IP Port =1-65535= E
1 public | [192.168.1.168 162
(oo |
Item Description Notes
Admin Status Enable / DIsable Default: Enable
Enable: Enable the Sending SNMP
Send Authentication Failed Trap
Authentication . : . Default:Disable
. Disable: Disable the Sending SNMP
Failed Trap

Authentication Failed Trap
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Default trap Community characters, any
legal character other than a space can be
entered with a maximum length of 127
Coummunity Characters: Any legal
character other than a space can be
entered with a maximum length of 127
Server IP Address: The IP address of
trap serve, IPv4, dot decimal format.
Server IP Port: The IP port of trap serve,
range <1-65535>, default 162

Note: The system supports up to 4
servers. Click the [Add]to add. The
system default server number:1,
community character: public, IP
address: 192.168.1.166, IP port: 162. The
default server cannot be deleted, but the
added server can be deleted.

Default Trap
Community

Trap Server

2.3 Management - LLDP

2.3.1 Management - LLDP - Global Setting

LLDP can be used in scenarios where you need to work between devices which are
not Fiberroad proprietary and devices which are Fiberroad proprietary. You can use
the LLDP protocol for troubleshooting purposes. The switch gives all the information
about the current LLDP status of ports and you can use this information to fix
connectivity problems within the network.

Expand| Collapse LLDP gk
Davice Summary

tting
LLDP admin status

& Symem
“ Management
1P Interfaces
Setting
DHCP Client.
DHCP Cliant(IPvé)
“ SNMP.
VI/VZ Setting
V3 Satting
Trap Setting
©LLDP

Ikl Getting
Port Configurations
+ Base Canfiguration
+ Advanced
413 Config
4 Marm
~ Pok Managemant
Port Canflg
Smart Power Config
Time Range Config
Timing Supply Canfig
* Extended

Configuration Steps

1. Select [Management / LLDP / Global Setting] in the navigation bar to enter the LLDP
[Global Setting] interface.

2. The LLDP global configuration can be viewed in the LLDP [Global Setting] interface.
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3. Modify the corresponding LLDP configuration in the LLDP [Global Setting] interface,
and then click [Applyl.

| LLDP global setting

LLDF admih status | | Disaten

“Tra‘nr-ln!r i:l‘t‘emal | 30 <5-32768> Default:30 second

| Hald multiplier 1l <2-10> Default:4

[ Reinit delay 1 <1-10> Default2 secord

.T{ap -'ntcr.\.c'a! 1 i <5-3600> Default:30 second

:TzansmiL credit num . 5 <1-100> Defaults

| Fast tranismit inlerval 1 <1-3600> Default:] second

: Fast transmit num A =1-8> Defaultd

L soty
Item Description Notes
LLDP admin status Enable / Disable Default:
Disable

Transmit interval LLDP transmit interval range 5-32768 Default: 30
Hold multiplier LLDP hold multiplier range 2-10 Default: 4
Reinit delay LLDP reinit delay range 1-10 Default: 2
Trap interval LLDP trap inerval range 5-3600 Default: 30
Transmit credit num LLDP transmit credit num range 1-100 Default: 5
Fast transmit LLDP fast transmit interval range 1-3600 Default: 1
interval
Fast transmit num LLDP fast transmit num range 1-8 Default: 4

2.3.2 Management - LLDP - Port Configurations

Expand| Collapse por | Destinationaddres o Transmit inter| Hold multip | Reinit delay Trap interva  Transmit credi| Fast transmit int Fast transmit | fn L

Device Summary s val(s) lier [ Iis) tnum rvalis) wim P

4+ System . 0180C2-00000E ~]| (<>
P GE/! | 0180C2-00000E | Disablod .

= 1P Interfaces
Setting GE/2 |0180C2-00000E | [Disabled “|lo ) 0 0 o 0 0 d
DHCP Cllent GE/3 | 0180C2 00000E | Disabled |0 0 0 [ 0 [} a Disatied ¥
DHCP Client(1Pvs) : :

P GE/d |0180C2-00000€ | Disabled “{le o o 0 [ 0 o Disatied v
V1/V2 Setting GE/S | D180C2-000008 Disabled ~||o ] 0 [ [ 0 4
Vi GE/6 | 0180C2-00000E || Disablod 0 0
Trap Setting

- LLDF GE/7 | 0180C2 000D0E Disabled 0 0
Global Satting GE/B | 0180C2-00000E || Disabled o o
Pt Canflurstions

o c. € | Diwatied 0 ] 0
AN GE/0 | 0180C2-00000E | [D
+ Advanced GE/10 | 0180C2-000006 || Disabled 0 0 0
¥ 13 Config
A Ropty | Relresh
PoE Management

Port Config

Smart Power Conflg

Time Range Config

Timing Supply Config
+ Extanded

Configuration Steps,

1. Select [Management / LLDP / Port Configuration] in the navigation bar to enter the
LLDP [Port Configuration] interface

2.The LLDP port corresponding configuration can be viewed in the LLDP [Port
Configuration] interface

3. Choose the LLDP configuration of all ports corresponding to any destination
address 0180C2-00000E, 0180C2-000003, 0180C2-000000 in the LLDP [Port
Configuration] interface

www.fiberroad.com 29 I



WebGUI User Manual

4. To modify the LLDP configuration of a destination address port, click [Modify] after
selecting the destination address, and enter the port configuration interface
4.Select or fill out the configuration items that need to be modified, and click [Apply]
to make effective. There will be a corresponding prompt if the configuration item is

incorrectly filled.

Item

Description Notes

Destination Address

0180C2-00000E
0180C2-000003
0180C2-000000

Remarks :

0x0180-C200-000E for LLDP frames destined for nearest bridge agents.
0x0180-C200-0000 for LLDP frames destined for nearest customer bridge agents.
0x0180-C200-0003 for LLDP frames destined for nearest non-TPMR bridge agents.

Item Description Notes
Transmit Only: Enable LLDP port transmit
function
Receive Only: Enable LLDP port receive
. function Default:
Admin Status Transmit and receive: Enable LLDP port Disable

transmit and receive function
Disable: Disable LLDP port transmit and
receive function

Transmit Interval(s)

Default: Use[Global Setting] transmit
interval
LLDP transmit interval range 5-32768

Hold Multiplier

Default: Use[Global Setting] hold
multiplier
LLDP hold multiplier range 2-10

Reinit Delay(s)

Default: Use[Global Setting] reinit delay
LLDP reinit delay range 1-10

Trap Interval(s)

Default: Use[Global Setting] trap interval
LLDP trap inerval range 5-3600

Transmist credit
num

Default: Use[Global Setting] Transmist
credit num
LLDP transmit credit num range 1-100

Fast transmit
interval(s)

Default: Use[Global Setting] Fast transmit
interval
LLDP fast transmit interval range 1-3600

Fast transmit num

Default: Use[Global Setting] Fast transmit
num
LLDP fast transmit num range 1-8

Trap enable

Enable / Disable

TLVs transmit
enable

Port Description
System Name
System Description
System Capabilities
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I Chapter 3 Base Configuration

This chapter describes the port configuration in detail, including but not limit to the
following:

o,
£

Ports
VLAN
QOS
FDB

o,
L X2

o,
CIE X

o,
*

3 Base Configuration
3.1.1Base Configuration-Port-Status And Setting

Expand] Collapse Running Status Admin Status
Device Summary Port | Link Status PortType  Speed  Duplex | Rx Rate(bps) T Rate{bps) Admin Status Speed Duplex | Flow Cantral EEE Setting
fiSysam GEN v Copper 10004 Full 0.00 241K On Auto Auto oft Disabled Modity
o kg ok GE2 |V Copper 100M | Full 0.00 241K on Auto Auto off Disabled | Modiy
- Base Configuration | ! |
& Ports GE/3 L 3 Copper 10M Half 0.00 000 On Aute Auto off Disabled Modity
Statim A Setting GEM |V Copper 1000 | Full 0.00 241K on Auta Auto aft Disabled | Modty
Dascription ces | B Copper 10M Half 0.00 a0 on Ruto Auto off Disabled | Modity
Statistics GEE |V Copper 100k | Ful 0.00 32.24K on Auta Auto off Disabled | Modity
5fp Information GE7 |V Copper 1000M | Ful 56.35% 19.94K on Auta Auto off Disabled | Modty
B3 Pwo oormasion) GE/B | ¥ Copper 100M | Full 0.00 3224 on Auta Auto oft Disabled Moty
: e ctre | ® Fiber 10M Half 000 0.00 on | Fiver-ute Full o Disabled | Mody
:‘ ::: L Fiber 1oM Half 0.00 a0 on Fiber-Auto | Full oft Disabled | Modity
'+ FOB Teble Ralresh
Port Mirror
Port Tsolate
Storm Filters
+ Advanced
413 Config
+ Alarm
- PoE Management
Port Config
-Smart Power Canfig
Time Range Canfig
Timing Supply Canfig
+ Extended

Configuration Steps

1. Select [Bae Configuration / Ports / Status and Setting] in the navigation bar to
enter the [Status and Setting] interface.

2. The Status and Settings interface shows the operating status and configuration
information for each port.

Setting

Port GEN

Link Status Link Down
Admin Status On v

Fiber Mode Fiber-Auto v
EEE Disabled v

‘ Apply | | Cancel ‘

3. If you need to modify the configuration of a port, just click the [Modify] on the

right side corresponding entry. to enter the modification interface and modify the
corresponding configuration item. Click the [Apply] to complete the modification,

and click the [Cancel] to cancel the modification.
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Item Description Notes
Port The name and number of the port
Link Status % Indicates that the port is linked up
% Indicates that the port is linked down
Port Type Copper or Fiber Port
Rate The port working speed, unconnected port
is always displayed as 10M
Duplex The port working duplex mode, the
unconnected port always shows half
duplex
Item Description Notes
Port Read Only
Link Status Read Only
Admin Status ON/OFF Default: ON
Fiber Mode Fiber-Auto Default:
Fiber-100M Fiber-Auto
Fiber-1000M
EEE Energy Efficient Ethernet Default:
Enabled / Disabled Disabled

Remarks: Energy Efficient Ethernet (EEE) is an IEEE 802.3az standard that is designed
to reduce power consumption in ethernet
network during idle periods.

GE/1
GE/2
GE/3
GE/4
GE/S
G!;’ﬁ
GE/T
GE/B
GE/9
GENO

3.1.2 Base Configuration-Port-Description

[ Description

Apply | Refrash
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3.1.3 Base Configuration-Port-Statistics

Expand| Collapsa
Device Summary
+ System
+ Management
= Basn Configuration
- Ports.
Status And Setting
‘Dascription
Statistics
Sfp Information
Stp Detall Information
Traftic
+ VAN
» QoS
4 FDB Table
Port Mirror
Port lslate
‘Storm Filters
4 Advanced
# L3 Canfig
+ Alarm
= Pof Management
Port Conflg
Smart Power Canflg
Time Range Config
Timing Supply Canfig
+ Extended

~ Port:GEN
Rx Bytes
R Packets

Rx Unicast Packets

R Multicast Packets
Rix Broadcast Packets

Rx Discards Packets

Rix Pause Packets
Drop Events

Fragments
= Port:GE/2
~ Port:GE/3
= PoruGE/d
= PortGE/S
= PortGE/6

~ PoruGE/T
R Bytes

Rx Packets

161096 T Bytes 3605822
380 T Packats 27426
22 T Unicast Packets 234

5
a2
0
0
0
0

6208721 T Bytes 14875507
43911
14984
8560
20067

Configuration Steps

1. Select [Base Configuration / Ports / Statistics] to enter the port [Statistics] page

2. The [Statistics] shows each port statistical information. You can expand

corresponding port statistics by clicking = flag on the left of port entry, and click
cleared button on the right to clear the statistics of the port.
3. Click the [Refresh] to update the statistics of all ports. Click [Clear All] to clear the

statistics for all ports.

Item

Description

Notes

Rx / Tx Packets

Total received / sent packets

Rx / Tx Unicast Packets

Total received / sent unicast packets

Rx / Tx Multicast Packets

Total received / sent multicast packets

Rx / Tx Broadcast

Packets

Total received / sent broadcast packets

Rx / Tx Discards Packets

Total received / sent discarded packets

Rx / Tx Pause Packets

Total received / sent flow control packets

Drop Events

Drop messages (interval sampling)

FCS Errors

FCS error packet

Fragments

Fragment packets (less than 64 bytes)
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3.1.4 Base Configuration-Port-SFP Information

Expand| Collapee Port  Status  Wavelengthinm)  Distance(m)  Bit Rate(MBd)  Ethernet Codes | DDM Calibrated | T
Davice Summary. GE/9 | Inserted | 1310
W Bystesn GE/0 | Inserted | 1310

+ Management
= Base Configuration
=/ Ports

‘Status And Setting
Description
Statistics
Sfp Infarmmation
‘Sfp Detall Information
Traffic

WebGUI User Manual

20000 1300 N/A
20000 1300 Fiber-1000M Supported | Internally | -7.00

Supported | internally | -4.98

Refrash

'C)  Voltage(V)  Current{mA)

Item

Description

Notes

Port

The name of information

Read Only

Status

Removed / Inserted

Read Only

Wavelength

Operating Wavelength

Read Only

Distance(m)

SFP effective transmission distance

Unit: Meter

Bit Rate

N/A / Bit Rata

Unit: MBd

Ethernet Codes

N/A / Fiber-100M / Fiber-1000M

Read Only

DDM

N/A / Supported

Read Only

Calibrated

N/A / Internally / Externally

Read Only

Tx Power(dBm)

Transmitter optical power

Unit: dBm

Rx Power(dBm)

Receiver optical power

Unit: dBm

Temperature(C)

SFP operating temperature

Unit: 'C

Voltage(V)

SFP Voltage

Unit: V

Crrent(mA)

SFP Current

Unit: mA
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3.1.5 Base Configuration-Port-SFP Detail Information

Expand | Callapse.

~ Port:GE/9

Status Inserted Ethernet Codes BASE-BX10 Mode Single Mode
Wavelength(nm) 1310 Distance(m) 20000 Bit Rate(MBd) 1300

Vendor Name OFM oul 00-00-00 PN SFP Transceiver
Version SN HW352107150386 Date 20210715
Connector Type w DOM Supported Calibrated Internally

Tx Power(dBm) 501 Rx Power(dBm) -int Temperature(°C) ns
Voltage(V) 328 Current(mA) 1080

|~ PortGe/10,

Status Inserted Ethernet Codes 1000BASE-LX Mode Single Mode
Wavelength(nm) 1310 Distance(m) 20000 Bit Rate(MBd) 1300

Vendor Name OFM oul 00-00-00 PN SFP

Version 000 SN Date 2020-07-04
Connector Type 3 OOM Supported Calibrated Internally

Tx Power(dBm) 7.00 Rx Power(dBm) “inf ) 2740
Voltage(V) 328 Current(mA) 9.30

| Rafrosh |
3.1.6 Base Configuration-Port-Traffic
. mtx

100r%)

B0}

60} -

A0

BO[IED e roerrnen bbb 01004 a0 b8 100128 0 0 8801814814501 48108080148 g8 0 84814814884 1 4 481 48480 A 450441814848 e 1

L3 o > 0

& & & E & & s & & &
[ Ratresh |

Remarks: Real-time traffic statistics of each ports.
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3.2 Base Configuration - VLAN
3.2.1 Base Configuration-VLAN-Basic Setting

Expand] Collapse VLAN Setting
Device Summary Choose Range 1-200 [t | Search | 'M:WLAN Port Member, 'U"VLAN Untagged Member)
o vian Name oEn GE2 GE/3 GE/4 GE/s GE/6 GE/7 E/s e/ cE/o
Bttt 1 VLANY u u u u u u u u U U
- Base Configuration
'+ Ports.
= VLAN

Port Setting
Double VLAN
+ QoS
+ FDB Table
Post Mirror
Port Tsolate
Starm Filters
+ advanced
+ L3 Config
+ Alarm
= PoE Management
Port Config
Smart Power Canflg
Time Range Config
Timing Supply Canfig
+ Extended

Configuration Steps

1. Select [Base Configuration / VLAN / Basic Setting] to enter the VLAN [Basic Setting]
interface.

2. On [Basic Setting] interface, you can view the related configuration information of
each VLAN. If you want to find information about a VLAN ID, select the range of the
VLAN ID in the drop-down box, enter the specified VLAN ID in the input box, and click
[Search].

3. To add, modify, or delete VLANS, click [Setting]. Enter the VLAN to be added,
modified, or deleted in the <VLAN list> box on setup interface. Then select Add,
Modify, or Delete. Click [Apply]. The setting and modification options can only modify
the VLAN name

Basic Setting
Created VLAN 1

VLAN List
Example:1-10,13,15-4094

® Add ' Delete " Modify Name:

Apply Cancel

Item Description Notes
Choose Range

To search for a VLAN ID

1. Select the interval where the VLAN to be
searched in the interval selection box;

2.If you enter a specific VLAN ID in the

Search input box, for example 11, the information
bar with the VLAN number 11 turns yellow;
3. If there is no such VLAN, the
corresponding information is prompted.

Top Display the first page of VLAN information

Bottom Display the last page of VLAN information
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Item

Description

Notes

VLAN List Box

It is to input the VLAN list to be set and
supports multi-VLAN batch input, such as

1,2,3,4-10

Add

To add the VLAN that is entered in the
VLAN list box. VLAN 1 is the default VLAN.
It already exists and does not need to be

created

Delete

To delete the VLAN input in the VLAN list
box. VLAN 1 is the default VLAN and cannot

be deleted.

Modify

To modify the VLAN input in the VLAN list
box. The VLAN name can be modified. The
new name needs to be entered in the

name box.

3.2.2 Base Configuration-VLAN-Port Setting

Expand| Collapse
Device Summary
+ System
# Management Port
= Base Configuration
+ Ports.
= VLAN
Basic Setting

W
Double VLAN GE/S
+qos GE/B
+ FDB Table GET
Poet: Mirar: GE/B
Port Isolzte
Storm Filters
+ Advanced
+ L3 Config
+ Mam
~ PoE Management
Port Conflg
Smart Power Canfig
Time Range Config
Timing Supply. Config
« Extended

Created VLAN

Created VLAN

VLAN Moda PVID  Tagged VLANs for hybrid / Permitted VLANs for trunk

Access

Untagged VLANs

Madify
Madiy
Modify
Madify

Modify

Modify

Configuration Steps
1. Select [Base Configuration / VLAN / Port Setting] to enter the VLAN Port Setting

interface.

2. 0On the [Port Setting] interface, you can view the VLAN related configuration
information of each port.
3. To modify the VLAN configuration of a port, click [Modify] in the corresponding

port display field to enter the port setting interface,

4. Select or fill in the configuration items that need to be modified and click [Apply].
There will be prompts if the configuration item is filled in incorrectly.

Item

Port Setting
Port
WLAN Mnde Rrunk e

PVID 34 | <1-2054

O peplace 2 add O pelete ® a5 created vian

Permitiad VLAN
Exarnple:d 10,13,15-4094
Apply |

Description

Cancel

Notes
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Port

Port Name Information

VLAN Mode

Port VLAN Mode
Access: Access mode
Trunk: Trunk mode
Hybrid: Hybrid mode

PVID

Port PVID

<1-4094>

Tagged VLAN

List of VLANs allowed to pass through the
port. It supports batch input of multiple
VLANs. For example: "1,2,3,4-10’;

Add: Add the tagged VLAN to the port as the
input VLAN;

Delete: Delete the VLAN from the tagged
VLAN of the port;

Replace: Replace the original tagged VLAN of
the port with the input VLAN;

All created VLANSs: All the created VLANs are
tagged VLANSs of the port. Even if they are
created later, they will be automatically
added to the tagged VLAN of the port.

Untagged VLAN

Port untagged VLAN list, supports multi-VLAN
batch input, such as: "1,2,3,4-10";

Add: Add the incoming VLAN to the untagged
VLAN of the port;

Delete: Delete the incoming VLAN from the
untagged VLAN of the port.

Replace: Replace the original untagged VLAN
of the port with the input VLAN.

3.2.3 Base Configuration-VLAN-Double VLAN

Expand| Collapse
Device Summary.
+ System
+ Managemant
~ Basa Conflguration
o Ports
- VLAN
Basic Setting
Port Setting
3wl YN
+ Gos
+ FDB Table
Port Mirrar
Port Isolate
Storm Filters
+ Advanced
¥ L3 Contig
4 Mlarm
~ PoE Management
Port Conflg
‘Smart Power Conflg
Time Range Config
Timing Supply Canfig
+ Extanded

Port

Mode Outer PVID Ingress Mode

Egress Mode

Item

Description

Notes
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Port Port Name Information Read Only

Mode Enabled / Disabled Default: Disabled
Outer PVID 1, 33-46

Ingress Mode All / Tagged / Untagged Default : All
Egress Mode Tagged / Untagged Default: Untagged

3.3 Base Configuration-QOS
3.3.1 Base Configuration-QoS- Mapping -802.1p Priority
The 802.1p determines the packet's queue in the outbound port on the switch.

Expand| Collapse 802.1p Priority Mapping
Davics Summary 8021pPriority |0 1 2 3 4 5
ik Local Priority |0
+ Management
~ Base Configuration
4 Porta.
- VLA
Basic Setting
Port Setting
Double VLAN
- qos
= Mapping
B2 1 Pridgtity
DSCP Priority
Local Priority
+ Ports
+ FDB Table
Port Mirror
Port lsolate
Storm Filters
+ Advanced
4 L3 Config
+ Marm
~ PoE Management
Port Config
Smart Power Config
Tima Range Config
Timing Supply Canfig
+ Extended

Configuration Steps

1. Select [Base Configuration / QOS / Mapping / 802.1p Priority] in the navigation bar
to enter the QOS [802.1p Priority] interface.

2.0n the QOS [802.1p Priority] interface, you can view the mapping from 802.1p
priorities to local priorities.

802.1p Priority Mapping
802.1p Priority |0 1 2 3 4
Local Priority [i] v 1 v 2 ~

3. To modify the mapping relationship, click [Modify] and select the mapped local
priority for the corresponding 802.1p priority in drop-down list box.
Item Description Notes
Modify Mgdlfy the mapplng b_e_tween 802.1p
priorities and local priorities

3.3.2 Base Configuration-QoS- Mapping - DSCP Priority
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DSCP is a 6-bit packet header value used for traffic classification and priority

assignment.
Expand| Collapse DSCP Priority Mapping
Device Summary DSCP Priority 0 3 4 5 3 7
i System Local Priarity 0 0 [ 0 o a o 0
; i DSCP Priority | 8 ] 10 1 12 113 14 5
= Base Configuration 1 1
o Local Priarity 1 1 1 1 1 1 1
N OSCPPriority |16 7 1 19 20 2 2 23
o Sasn Local Priarity 2 3 2 2 2 2 2
Port Setting DSCP Priori ity 24 25 26 27 28 29 30 n
Double VLAN Local Priority | 3 3 3 3 3 3 3 3
- Qos DSCP Priority 32 33 |34 35 36 I 38 38
= Mapping Local Priarity a 4 a 4 4 4 4 ‘
802.1p Priority DSCP Priority 40 4 42 a3 4 45 46 &
DSCP Priotity Local Priarity |5 5 5 5 5 5 5 5
Local Priority DSCPPriority | 44 40 50 51 52 53 54 55
# Pors Local Priarity 6 6 6 [ 6 6 3 [
B Rl DSCP Priority | 56 57 58 59 & 61 8 63
port ey Local Priority |7 7 7 7 7 7 7
Port Isolate
Storm Filters Moty
+ hdvanced
+ 13 Config
+ Alam
- PoE Maniagement
Fort Config
‘Smart Power Canfig
Time Range Config
Timing Supply Canfig
+ Extended

Configuration Steps

1. Select [Base Configuration / QOS / Mapping / DSCP Priority] in the navigation bar
to enter the QOS DSCP Priority Mapping interface.

2. 0On the QOS [DSCP Priority] interface, you can view the mapping from DSCP
priorities to local priorities.

3. To modify the mapping relationship, click [Modify] and select the mapped local
priority for the corresponding DSCP priority in drop-down list box

Item Description Notes
Modify M(.)dl.f)'/ the mapping I:.>et\./v.een DSCP
priorities and local priorities

3.3.3 Base Configuration-QoS- Mapping - Local Priority
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The local priority is assigned to the local clock and is used if needed when the data
associated with the local clock is compared with data on another potential
grandmaster (or the master) clock.

Expand| Collapse Local Priority Mapping
Davice Summary Local oy, |0 1 2 2 .. 2 :
+ Systam
+ Management
~ Basa Conflguration e
W Porty.
= VLAN
Basic Setting
Port Setting
Double VLAN
- qos
= Mapping
802.1p Priority
DSCP Priority
Local Prieity

Queue 0 1 2 3 4 5 6

* Ports.
# FDB Table
Port Mirrar.
Port Isolate
Storm Filters
+ Advanced
+ L3 Config
+ Alamm
= PoE Management
Port Conflg
Smart Powar Canfig
Time Range Config
Timing Supply Config
4 Extended

Configuration Steps

1. Select [Base Configuration / QOS / Mapping / Local Priority] in the navigation bar
to enter the QOS Local Mapping.

2. You can view the mapping from the local priority to the egress queue on the QOS
[Local Priority] interface.

3. To modify the mapping relationship, click [Modify] and select the mapped egress
queue for the corresponding local priority in drop-down list box.

Item Description Notes
Modify the mapping relationship
Modify between the local precedence and the

egress queue

3.4 Base Configuration-QoS- Ports
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3.4.1 Base Configuration-QoS- Ports-Port Priority

Quality of Service (QoS) Port-based settings allow you to configure each port on the
device for QoS Local Area Network (LAN) settings using different priority levels for
network traffic. This allows the router to prioritize and handle traffic differently on
each port so you may get the best performance while connecting to a range of
devices.

Expand| Collapse Port Default Priority Qos Policy Schedule Mode Waights
Davice Summary GEN 0 HONE
+ System
+ Managemant
~ Basa Configuration
 Ports
= VLAN GE/S o NONE
Basic Setting 4 NONE

GE/2 0 NONE
GE/3 (] NONE
GE/M o NONE

0
0 NONE
Boubia Vil GE/B 0 NONE
0 NONE

GENO (] HONE

Configuration Steps

1. Select [Base Configuration / QOS / Ports / Port Priority] in the navigation bar to
enter the QOS [Port Priority] interface.

2. The QOS related configuration of the port can be viewed on the QOS [Port Priority]
interface.

3. To modify the QOS configuration of a port, click [Modify] on the corresponding
port display to enter the port setting interface, as shown in Figure 5.4.

4. Select or fill in the configuration items that need to be modified and click [Apply]
to confirm. There will be prompts if the configuration item is filled in incorrectly.

Port Priority
Port GE2
Default Priority 0 =0-T=
QOS Policy NONE v
Schedule Mode SP v
Weights 1 |3 15 17 [[11][25][31 [[aa | <1-127>
Apply Cancel
Item Description Notes
Port Port name information
Default Priority  The port default with priority Range <0-7>

NONE: indicates no policy. The port does not
have a policy by default.
QoS Policy COS: COS priority policy
DSCP: DSCP priority policy
OS-DSCP: COS-DSCP priority policy

Scheduling SP: Strict Priority scheduling strategy
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Mode WRR: Weighted Round Robin scheduling
strategy

WFQ: Weighted Fair Queue scheduling strategy
If the selected scheduling mode is WRR or
WEQ, you need to configure the weight of each
gueue, total 8 queues. To set 8 weights, the
weight of all queues must be 127.

Weights

3.4.2 Base Configuration-QoS- Ports-Rate Limitation

Port-based rate limiting allows you to limit the speed at which network traffic is sent
or received by a device that is connected to a port on your switch. Unlike 802.1p
Quality of Service (QoS), port-based rate limiting does not prioritize information
based on type. Rate limiting simply means that the switch will slow down traffic on a
port to keep it from exceeding the limit that you set. If you set the rate limit on a port
too low, you might see degraded video stream quality, sluggish response times
during online activity, and other problems.

Expand| Collapse Port Ingress Rate Limitation Rate(Kbps) Egress Rate Limitation Rate{Kbps) Setting
Duvics Summary, GE/ off /A off N/A Moty

+ System

+ Managemant

= Basa Configuration
+ Ports GE/4 o N/A off N/A Moy

GEf2 oft N/A off /A Modity
GE/3 off /A oft N/A Medity

VAN GE/S off MjA oft N/A Moty
Basic Setting G/ off N/A oft N/A Wodiy
Port Setting GE/T off /A off N/A Moty
Dotibla VLAN GE/B off N/A off N/A Moy
- Gos
= Mapping
802.1p Priority

GE/S off N/A off N/A Modity
GE/10 off /A off N/ Mgty

DSCP Priority
Local Priority
= Ports
Port Priority

+ FOB Table
Port Mirrar
Port laolate
Storm Filters
+ Advanced
+ L3 Config
+ Alarm
- Po Management
Port Conflg
Smart Power Config
Time Range Config
Timing Supply Canflg
+ Extanded

Configuration Steps

1. Select [Base Configuration / QOS / Port / Rate Limitation] in the navigation bar to
enter the QOS [Rate Limitation] interface.

2. 0On the QOS [Rate Limitation] interface, you can view the related configuration of
the port's speed limit.

3. To modify the port's speed limit configuration, click [Modify] in the port display
column to enter the Rate Limitation setting interface.

4. Select or fill in the configuration items that need to be modified and click [Apply]
to confirm. There will be prompts if the configuration item is filled in incorrectly.

Rate Limitation

Port GE/5 -
Ingress Rate Limitation On ® Off <16-1000000>kbps
Egress Rate Limitation On ® Off <16-1000000>kbps
Apply Cancel
Item Description Notes
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Port

Port name information

Ingress Rate
Limitation

Set the port's entry speed limit:

On: Enables the port to limit the rate
of ingress. The rate limit ranges
from <16-1000000>

OFF: Close the port's ingress rate
limit

Egress Rate
Limitation

Set the port's output speed limit:

On: Enables the port to limit the rate of
egress. The rate limit ranges from <16-
1000000>

OFF: Close the port's egress rate limit

3.5 Base Configuration-FDB Table
3.5.1 Base Configuration-FDB Table- Configuration - Aging Setting

Expand| Collapse Aging Setting

Davice Summary
+ System
+ Management
= Base Configuration

Fast Aging Time

# Ports.
< VLAN
Basic Setting
Port Setting
Double VLAN
- Qos
= Mapping
802.1p Priority
DSCP Priority
Local Priofity
= Ports
Port Prisfity
Rate Limitation
- FOB Table
= Canfiguration
Static MAC Entry
Port Leaming Ability
FDB Table
Delete Entries
Port Mirror
Port Isolate
Storm Filters.
+ Advanced
+ 43 Canfig
+ Aarm

= PoE Management

Aging Time{unitsecond!

® on O off 300 <1-86400> Default 300second
Enatied

Apply

Configuration Steps

1. Select [Base Configuration / FDB Table / Configuration / Aging Time] to enter the
[Aging Time] interface.
2. The aging time related configuration of the FDB Table can be viewed in the [Aging

Time] interface.

3. If you need to modify the aging time configuration of the FDB Table, you can
modify the corresponding configuration in the aging time configuration box and click

[Apply].
Item Description Notes
The FDB Table aging time can be configured
via the radio button.
Enabled: The aging time is on. Range 1-86400
. . seconds, default value 300 seconds.
Aging Time

Disabled: The FDB Table never aging, but the
system resetting could clear the dynamic
forwarding entries.

Note: Default with Enable, 300 seconds.

3.5.2 Base Configuration-FDB Table- Configuration - Static Mac Entry
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Eupand| Collapse
Device Summary
# Bystem Static MAC Entry
+ Management WAL Addiess
~ Basa Configuration
v Ports
= VAN
Basle Satting
Port Satting
Double VLAN
= Qos
~ Mapping
802.1p Priority
DSCP Priority
Local Priority
= Ports.
Part Priarity
Rate Umitation
~ FDB Table
 Configuration
Aging Setting
Seatn MAC En

XK JOOK

Lt Entry
Port Learning Abllity
FOB Table
Dalete Entries
Port Mirrar
Port lsolate
Starm Filters
+ Advanced
+ L3 Config
+ Alarm
= PoE Managamant

Configuration Steps

1. Select [Base Configuration / FDB Table / Configuration / Static MAC Entry] to enter
the [Static MAC Entry] configuration interface.

2.0n FDB Table [Static MAC Entry] interface, you can view the static MAC related
configuration information of FDB Table,

3. If add a new static MAC address, click [Add] to enter the Static MAC configuration
interface. Fill in the corresponding configuration items and click [Apply] to complete
the addition. There will be prompts if the configuration item is filled in incorrectly.
4. If modify the static MAC address, select the corresponding static MAC address and
click [Modify] to enter [Static MAC Entry] interface. To modify the corresponding
configuration item, click [Apply] to complete the modification. There will be prompts
if the configuration item is filled in incorrectly.

5. If delete a static MAC, select the corresponding static MAC and click [Delete] to
delete the static MAC.

Item Description Notes
A valid unicast MAC address, format XXXXXX -

MAC Address MXXXXX

VLAN Avalid VLAN ID, rang 1-4094

Port Select a specified port

3.5.3 Base Configuration-FDB Table- Configuration - Port Learning Ability

www.fiberroad.com 45 I



Expand| Collapse
Device Summary
o Systam
+ Management.
= Base Configuration
W Ports.
= VLAN
Basic Setting

WebGUI User Manual

Admin Status Loarning Numbar
Oon a2

on 8182

Z olelgiclelele

Setting

Configuration Steps

1. Select [Base Configuration / FDB Table / Configuration / Port Learning Ability] to
enter the [Port Learning Ability] interface.
2.0n the FDB Table [Port Learning Ability] interface, you can view the Port Learning
Ability related configuration information of FDB Table.
3. To modify the Port Learning Ability configuration, click [Modify] in the

corresponding port column to enter the port configuration interface.

4, Select or fill in the configuration items that need to be modified and click [Apply].

There will be prompts if the configuration item is filled in incorrectly.

Item Description Notes
Port Port name, selected modified port

Functional configuration of port learning,

configured via radio buttons.

ON: The Port Learning Ability is on. 1IS3000
Learning /152000 series range is 1-8192;

OFF: Closes the Port Learning Ability.
Note: The default is Enable with value
8192.

Remarks: The number of address learning is shared by all ports

3.5.4 Base Configuration-FDB Table- FDB Table
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The FDB (forwarding database) table is used by a Layer 2 device (switch/bridge) to
store the MAC addresses that have been learned and which ports that MAC address
was learned on. The MAC addresses are learned through transparent bridging on
switches and dedicated bridges.

Expand]| Collapse Index MAC Address VLAN Port
Device Summary: | 00017C-0BOIEE !

* System

+ Management

~ Base Canfiguration
+ Ports

68T
2 003N 12208 ' 0E/T
3 ©0A31C-0F3003 1 0E/7
4 DO0BAB-AYFFIF 1 BE/T

DOIER3-178IES 1 OE/T
+ VLAN

+Qos
~ FDB Table
+ Configuration L) D0204B-49FESY \ e

DO01893-1854E % 1 0E/7

7 001890-0ABBCA | OE/T

ul L DOED4C-340160 1 GEST

Delete Entries 1o DOEOAC-J401AA ' e

Port Mirror 1 DOEDAC-373329 | o/

Port Istate n DOED4C- 4BE122 ' 6E/1

Storm Filters 1 0BA265-55303C

+ Advariced 14
4 L3 Config

4 Mlarm

+ PoE Management

+ Extended

/T
DBYIVE-FITT ) oE/7

1 IDETCA-6C4BT4 ' OEfT
1 201A06-BDO04A 1 GEn

" 209BE4-123918 1 GE/T dynamic

Configuration Steps

1. Select [Base Configuration / FDB Table / FDB Table] to enter [FDB Table] interface.
2.0n the FDB Table interface, you can view the FDB Table information.

3. If delete a forwarding entry, select the corresponding forwarding entry or select it
all and click [Delete] to delete the entry.

3.5.5 Base Configuration-FDB Table- Delete Entries

Expand| Collapse MAG Deletion
Device Summary
+ System
+ Management
= Base Configuration
# Ports
+ VLAN Apply
+ QoS
~ FOB Table
¥ Configuration
FOB Table

Dalote By

VLAN A-40%4s

wints Entries
Port Mirror
Port Inolate
Strm Filbers

+ Advanced

+ L3 Conig

+ Alarm

+ PoE Managament

+ Extended

Configuration Steps

1. Select [Base Configuration / FDB Table / Delete] to enter the [Delete] interface.

2. If delete related entries in the FDB Table in batches, select the corresponding

remove condition in the MAC address deletion column, and then click [Apply].
Item Description Notes

All: Deletes all FDB Table entries.

VLAN: Specifies the VLAN ID to delete FDB Table

entries.

Port: Specify the port number to delete the FDB

Delete By
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Table entries.
Dynamic: Delete the dynamic FDB Table entries

Dynamic or that have been learned.

static Static: Delete manually added static FDB Table
entries.

VLAN Delete the forwarding entry of the specified
VLAN. The range is 1-4094.

Port Delete the forwarding entry of the specified port.

3.5.6 Base Configuration-FDB Table- Port Mirror

Port mirroring is used on a network switch to send a copy of network packets seen
on one switch port (or an entire VLAN) to a network monitoring connection on
another switch port. This is commonly used for network appliances that require
monitoring of network traffic such as an intrusion detection system, passive probe or
real user monitoring (RUM) technology that is used to support application
performance management (APM).

Expand| Collapse Part Mirror Setting
Devics Summary Admin Status
+ System
+ Management £ & I 4
- Base Canfiguration Source Ingress Ports . e 2o i = i e = =
BE/8 CeeM GE/I0
+ Ports

Disavied

Maniter Port GEA

Al o e/l oE/2 G/ BE/4 /S e/ sE/1
Seurce Egress Ports
+ QoS oE/3 oEfR L]

Apply
+ Conhiguration d

Configuration Steps

1.Select [Base Configuration / Port Mirror] in the navigation bar to enter the [Port
Mirror] configuration interface

2.Modify the port mirroring configuration information. Pull down and select to disable
or enable mirroring, select the mirroring destination port, check the ingress port and
egress port, the ingress or egress cannot contain the destination port, and click [apply]
to submit the modification

Item Description Notes
Admin Status Select whether to enable port mirroring

Select the destination port for port mirroring via
drop-down box

Select the source port list in the ingress direction.

Monitor Port

Source Ingress It can be selected with the check button. (The
Ports source port list cannot contain the destination
port)
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Select the source port list in the egress direction.

Source Egress It can be selected with the check button. (The
Ports source port list cannot contain the destination
port)

3.5.7 Base Configuration-FDB Table- Port Isolate

Port isolation allows a network administrator to prevent traffic from being sent
between specific ports. This can be configured in addition to an existing VLAN
configuration, so even client traffic within the same VLAN will be restricted.

leen  Doeno

Configuration Steps

1.Select [Base Configuration / Port Isolate] in the navigation bar to enter the [Port
Isolate] configuration interface

2.Modify the port isolate configuration information. Pull down and select to Add or
Modify, enter Isolate ID, select a Isolate Ports, and click [apply] to submit the
modification.

3.5.8 Base Configuration-FDB Table- Storm Filters
Broadcast filtering helps to prevent a broadcast storm, which is a massive
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transmission of broadcast packets being sent by a single port to every port on a local
area network (LAN). Forwarded message responses can overload network resources,
slow regular network traffic, or cause the network to time out. Broadcast filtering lets
you limit the number of broadcast packets that each port sends. When you turn on
broadcast filtering, you have the option to set the storm control rate on each port of
your switch.

‘Expand| Collapse Part Broadcast Packels Thrashali(kbas) Unknewn Unlcast Packets Unknewn Swtting
Device Summary. e/l

m o N/A o NiA Modity
GEf2 b o /A off NiA Modity
GE/3 44 on /A on NiA Modity

GEf4 b4 ot N/A oft NiA Moy

o
0
o
o
& VAN GEfS | O M ont A ont Nk Woddy
¥ Qos. Gkt | On " lon A lan NiA Moty
~ FDB Table GE[T | O
o
o
o

+ Configuration GE/B

44 on WA on NiA Moty

on 4 on WA o NiA WMoty
HEET. N
~Dalete Entries

*Port Mirtor

Port lsclate

m on /A on NiA Moddy

GE10 84 oft /A oft NiA Moy

Starnd Fitars
+ Advanced

+ 13 config
 Alarm

+ PoE Management
 Extended

Configuration Steps

1. Select [Base Configuration / Storm Filters] in the navigation bar to enter [Storm
Filters] configuration interface.

2. The Storm Filtering interface displays broadcast storm filtering configuration
information for each port.

3. To modify the port storm filtering configuration information, click the [Modify] to
enter the [Storm Filters] modification interface, as shown in Figure 13.2. Enter valid
configuration parameters and click [Apply] to submit the changes. Click [Cancel] to
cancel the modification

Item Description Notes
Port Modify the configured port

ON- If you choose to enable, enter the
Broadcast corresponding rate suppression value, <16-
Packets 1000000>, and enter 16, unit is kbps

OFF

On - If you choose to enable, enter the
Unknown corresponding rate suppression value, <16-
Unicast Packets 1000000>, enter 16, unit is kbps

OFF

On - If you choose to enable, enter the
Unknown . .
Multicast corresponding rate suppression value, <16-

1000000>, enter 16, unit is kbps
Packets

OFF
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I Chapter 4 Advanced Configurations

This chapter describes the advance configuration in detail, including but not limit to
the following:

>

ACL

DHCP snooping
Multicast
GMRP

GVRP

EPRS

o,
*

o,
£

o,
L X2

o,
£

o,
CIE X

o,
*

4. Advanced Configuration

4.1 Advanced Configuration - Ports - Ports Security

Port security is a layer-2 traffic control feature on Fiberroad Industrial switches. It
enables an administrator configure individual switch ports to allow only a specified
number of source MAC addresses ingressing the port.

Expand| Collapse Port Mods Action
Device Summary. - s -

“ System

+ Management

4 Base Canfiguration

h |

S Ports /4
Fort Seciitlty /s | [(Diesoov| |  [Tap

+ AL OE/b

'+ DHCP snooping BE/T

'+ DHCP Server

W Multicast

» GMRP

i+ GVRP

+ B02.1%

+ Uink Aggregation
¥ Loopback
i+ TR
'+ ERPS
+ 13 Config
v Alarm
& PoE Management
& Extanded

Configuration Steps

1.Select [Advance] in the navigation bar to enter the [Port Security] configuration
interface

2.Modify the Port Security configuration information. Pull down and select to disabled
or enabled mode, select the action, enter the number of MAC addresses to be secured
on a port, and click [apply] to submit the modification.

Item Description Notes
Mode Enable port security on the desired ports. If
desired, specify the secure MAC address.
Action Trap/Shundown/Trap&Shundown/Drop/Trap&Drop
MAC 1/MAC You can add MAC address to the list of secure
2/MAC 3 address

Remarks: If you want to modify the mode, you must enable the port learning ability
and set the learning number to 8192.

www.fiberroad.com 51 I



WebGUI User Manual

4.2 Advanced Configuration - ACL

4.2.1 Advanced Configuration - ACL - ACL Group Setting

The Groups for ACLs feature lets you classify users, devices, or protocols into groups
and apply those groups to access control lists (ACLs) to create access control policies
for those groups.

Expand] Colapse
Devics Summary

+ System ACL Braup Setting

+ Management .

+ Bana Configuration o

= Advanced At N e oEA OB/ 2]
5 Ports Binding Ports >

Port Security
- ACL

ACL Rule Setting
# DHCP snooping
+ DHCP Sarver
+ Multicast
+ GMRP
+ GVRP
+ 802.1%
+ Link Aggragation
+ Loopback
v 5P
v ERPS
+ L3 Config
+ Alamm
+ PoE Managament
+ Extended

Configuration Step

1. Select [Advanced / ACL / ACL Group Setting] in the navigation bar to enter the ACL
interface.

2. The ACL information will be added in [ACL Group Setting] interface.

3. Add an ACL Group: click [Add] to enter [ACL Group Setting] interface, An ordinal
number (0-3999) is assigned to the group. Set a name for the group, not repeatable.
Then select the port and bind to the group. It is not workable if port binding not
done. Click [Apply] to complete the configuration.

4. Modify an ACL Group Configuration: select an ACL group and click [Modify] to enter
the [ACL Group Setting] interface. Fill in the required configuration items, and click
[Apply] to complete the configuration.

5. Delete an ACL Group Configuration: select an ACL group and click [Delete] to delete

the configuration.

ACL Group Setting
Index <0-3999:

Group Name

All GE/1 GE/2 GE/3 GE/4 GE/5

Binding Ports GE/6 GE/7 GE/8 GE/9 GE/10
(Leave Binding Ports empty to disable the ACL Group.)
Apply Cancel
Item Description Notes

ACL group index, range <0-3999>, divided into 4
matching groups L2, L3 / L4, Source L2/ L3/ L4,
Destination L2 / L3 / L4. The matching items
supported by each matching group are as follows:
L2: Source MAC, Destination MAC, Ethernet type,
VLAN, IP protocol, range 0-999.

L3 / L4: VLAN, Source IP, Destination IP, Source IP
port, Destination IP port, IP protocol, range 1000-
1999.

Source L2/ L3/ L4: Source MAC, Ethernet type,

Index
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VLAN, Source IP, Source IP port, IP protocol, range
2000-2999.
Destination L2 / L3 / L4: Destination MAC,
Ethernet type, VLAN, Destination IP, Destination
IP port, IP protocol, range 3000-3999.
The Group name must be unique and string
Group Name format, ASCIl code A-Z, a-z,0-9, _, no more than 32
characters.
An ACL is applied to a certain port or some port,
then the bound port ACL becomes effective.

Binding Ports

4.2.2 Advanced Configuration - ACL - ACL Rule Setting

ACLs are a collection of permit and deny conditions, called rules, that provide
security by blocking unauthorized users and allowing authorized users to access
specific resources. ACLs can block any unwarranted attempts to reach network
resources.

Expand| Collapse
Device Summary.
+ System ACL Wule Setting
& Haragu/ent Index 0-05535
+ Base Configuration
= Advanced
= Ports.
Port Security
- ACL
ACL Group Setting
ACL fule Satting

# DHCP snooping
+ DHCP Sarver

+ Multicast

+ GHRP

+ GVRP

802.1%

Link Aggregation

+ Loopback
v sTR
" ERPS
+ L3 Config
+ Alarm
+ PoE Managament
+ Extended

Configuration Step

1. Select [Advanced / ACL / ACL Rule Setting] in the navigation bar to enter the ACL
Rule view interface.

2.In Select Range, select the interval of the group in the first drop-down list, and
select a specific group within the group interval in second drop-down list. The next
two lines show the selected group name and the port that the group binds. The table
shows the ACL rules that the group has configured. Click the icon @ in the filter rule
bar to expand and view the specific content of the filter rule, the icon changed to be
=

ACL Group Infarmation

Chinss Rangs [o-20a - -

| Index Action Filtering Rule

3. Add an ACL Rule: click [Add] to enter the ACL rule setting interface.One of the
filtering rules can be selected by selecting different filters via the drop-down list,
and then the corresponding filtering items will be automatically generated for
users to fill in. You can also remove the filter items by the [Delete] on the right
side. Fill in the required configuration items, and click [Apply] to complete the
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ACL Rule Setting

Index
Action

Filtering Rule
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<0-65535>

* Drop Permit ' Redirect| GE/1

v

Apply Cancel

4. Modify an ACL Rule: select an ACL and click 'Modify' to enter the [ACL Rule Setting]
interface. Fill in the required configuration items, and click 'Apply' to complete the

configuration.

5. Delete an ACL Rule: select an ACL and click 'Delete' to delete the configuration.

ACL Rule Setting

Index
Action
Filtering Rule

IP Protocol

Source MAC

Destination MAC

WLAN

Ethernet Type

® Drop O permit © Redirect

@ icve Oiamp O1ce O upp | Delete |

@y O XXXOOX-XXxXXxX Mask: FFFFFF-FFFFFF ‘ Delete

®any O XXXOOX-X0Xxxx mask: FFFFFF-FFFFFF ‘ Delete

@y O <1-4094> | Delets

@y O Hex | Delsts

[ Apply I Cancel

Item

Description

Notes

Index

ACL Rule Index

Action

When the message conforms to the filter rule, the
action includes:

Allow

Discarded

Redirect to the destination port

Filtering Rule

ACL filtering rules include:

Source MAC

Destination MAC

IP Protocol

Ethernet type

VLAN

The filtering items can be filtered by a range via
setting the mask.

Note: When the match mask is 1, it is
matched. Not matched at 0

Item

Description

Notes

Sources MAC

Format xxxxxx-xxxxxx, support the mask, default
mask ffffff-ffffff

Destination MAC

Format xxxxxx-xxxxxx, support the mask, default
mask ffffff-fffff

IP Protocol

Only supports TCP, UDP, ICMP, IGMP currently

Ethernet Type

Hexadecimal format, support mask, default mask
FFFF

VLAN

<1-4094>
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4.3 Advanced Configuration - DHCP snooping

4.3.1 Advanced Configuration - DHCP snooping - Global Setting

DHCP snooping is a security feature that acts like a firewall between untrusted hosts
and trusted DHCP servers.

Expand| Collapse OHGP m
Davice Summary Admin Gt
+ Systam OHCP oplion 82
+ Management
+ Base Configuration
= Advanced
- ports

ing Global Sating

Port Security
= ACL
ACL Group Setting
ACL Rule Setting
= DHCP snooping
sibal Satuny

Port Setting
Binding Table
# DHCP Server
* Multicast
o GMRP
¥ GVRP
+802.1%
+ Link Aggragation
+ Loopback
v sTR
w ERPS
+ L3 Config
& Alarm
+ PoE Management
+ Extended

Configuration Steps

1. Select [Advanced / DHCP Snooping / Global Setting] in the navigation bar to enter
the [Global Setting] interface of DHCP snooping.

2. The global configuration information can be viewed in of DHCP snooping [Global
Setting] interface.

3. To modify the global configuration of DHCP snooping in the DHCP snooping global
configuration box, click [Apply].

DHCP snoopoing Global Setting

Admin Status O
DHCP option §2 of
Apaly

Item Description Notes

. ON: Enable DHCP Snooping Global Default:
Admin Status o icable DHCP Snooping Global OFF

. ON: Enable DHCP Snooping Global Default:

DHCPoption 82 .0 hisable DHCP Snooping Global OFF
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4.3.2 Advanced Configuration - DHCP snooping - Port Setting

Ciresit 1D I (Any UTF+ Siring Excepl Spaces, MAX. 32 Bytes)

Remaote 10 GAny Wvlilﬂ;nilﬂwlrhl(!l‘ MAX: 32 Bytes)
| Ay | Concel

Configuration Steps

1. Select [Advanced / DHCP Snooping / Port Setting] in the navigation bar to enter the
DHCP snooping [Port Setting] interface.

2. The port configuration can be viewed in the DHCP snooping [Port Setting]
interface.

3. To modify the DHCP snooping configuration for a port, click the [modify] to enter
the port configuration interface, as shown in figure 17.2.

4. Select or fill in the configuration items that need to be modified, and click [Apply]
to make effective. There will be prompts if the configuration items are incorrectly
filled.

Item Description Notes
Port The name of information
Yes: Set as trust port
Trust
“ No: Set as untrust port
Circuit ID Default by global agent circuit ID
Remote ID Default by global agent remote ID

4.3.3 Advanced Configuration - DHCP snooping - Binding Table

1P adicess | MAC Address | Lasse Time [van I

b [1 1 [Ga] Fm [ Camt Roian
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Configuration Steps

1.Select [Advanced / DHCP Snooping / Binding Table] in the navigation bar to enter
the DHCP snooping [Binding Table] interface.

2.All bind list information can be viewed in the DHCP snooping [Binding Table]
interface.

3.Click [Refresh] to update all DHCP snooping bind list information.

4.4 Advanced Configuration - DHCP Server

4.4.1 Advanced Configuration - DHCP Server - Global Setting

A DHCP Server is a network server that automatically provides and assigns IP
address, default gateways and other network parameters to client devices. It relies
on the standard protocol know as Dynamic Host configuration protocol or DHCP to
respond to broadcast queries by clients.

Expand| Colapse OHEP 5o
Device Summary

+ Systam

+ Managemant

+ Basa Configuration Apply

= hdvanced

+ ERPS
4 L3 Canfig

+ Alarm

+ PoE Managemaent
+ Extanded

Configuration Steps

1.Select [Advanced / DHCP Server / Global] in the navigation bar to enter the DHCP
Server[Global Setting] interface.

2.The DHCP server global setting admin status can be enabled/disable, and enter

the lease times.

Remarks: 1. This DHCP-assigned IP address is not permanent and expires in about
24 hours.

3, Click [Modify] to modify IP interface individually.

Setting
IP Interfaces
| Apply || Cancel |
Item Description Notes
. E led / Disabled DHCP | [ ;
Admin Status na.b 30 JIiielale] PInSP SEner lelsE Default: Disabled
setting

Lease time <30-525600> Default:30minutes
Status Enabled / Disabled IP interface Default:30minutes

individually
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4.4.2 Advanced Configuration - DHCP Server - IP Address Pool

Each DHCP address pool has a group of assignable IP addresses and network
configuration parameters. The DHCP server selects IP addresses and other
parameters from the address pool and assigns them to the DHCP clients.

Expand| Collapse
Device Summary
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+ Management
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= hdvanced
i Ports
Pott Security.
= ACL
ACL Group Setting
ACL Rule Setting
= DHCP snooping
Global Setting
Port Satting
Binding Table Apply
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Configuration Steps

1.Select [Advanced / DHCP Server / IP Address Pool] in the navigation bar to enter
the DHCP Server[IP Address Pool] interface.

2. All IP Address Pool information can be viewed in the DHCP Server [IP Address
Pool] interface.

3, Click [Add] to add IP address pool individually. Click [Apply] to complete the

configuration.

Item Description Notes

Pool Name The name information of IP address pool  Default: None

IP Interface Select a needed IP interface Default: None

Start IP Address Start IP Address in the IP address pool Default: None

End IP Address End IP Address in the IP address pool Default: None

Subnet Mask Subnet Mask of IP address Default: None

Lease Times No Default: None
Yes: <30-525600> minutes

Default Gateway No Default: None
Yes IPv4(A.B.C.D)

DNS Server No Default: None
Yes IPv4(A.B.C.D)

Secondary DNS No Default: None

Server Yes IPv4(A.B.C.D)

Static IP Address  Add Static IP Address as needed Default: None

www.fiberroad.com

58 |



WebGUI User Manual

4.4.3 Advanced Configuration - DHCP Server - IP Address Lease Information

Configuration Steps
1.Select [Advanced / DHCP Server / IP Address Lease Information] in the navigation
bar to enter the DHCP Server [IP Address Lease Information] interface.

Expand| Collapse 1P Addresa MAC Addreas Expired Time 1P Intertace
Device Summary
4 System
# Mansgement
“ Base Configuration
= Advanced
= Ports
PortSecurity
= ACL
ACL Group Setting
ACL Rule Setting
= DHCP srieoping
Global Setting
Port Setting
Binding Table
~ DHCP Server
Global Setting
1P Address Pool
[P Address Lease Informat
* Multicast
+ GMRP
+ GVRP
+ 802.1%
* Link Aggregation
i
v sTP
« ERPS
4/ L3 Canfig
sl [t ¥r [Ge]| Fist Last | Rafiesh
4 FoE Managament

'+ Extanded

2. All IP Address Lease Information can be viewed in the DHCP Server [IP Address
Lease Information] interface.
3, Click [Refresh] to refresh the list of the information.

4.5 Advanced Configuration - Multicast

4.5.1 Advanced Configuration - Multicast - Manual Address Setting

Multicast is the delivery of information to a group of destinations simultaneously,
using the most efficient strategy to deliver messages over each link of the network
only once, and create copies only when the links to the destinations split.

Expand| Collapse
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“ DHCR snooping
Global Setting
Port Satting
Binding Table
= DHCP Server
Global Satting
1P Address Pool

xxxxxxxxxxxx
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- Multicast
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Configuration Steps

1.Select [Advanced / Multicast /Manual Address Setting] in the navigation bar to
enter the Multicast [Manual Address Setting] interface.

2. All manual address can be viewed in the Multicast [Manual Address Setting]
interface.

3, Click [Add] to manual add MAC address and VLAN for corresponding ports.4, Click
[Apply] to complete the configurations
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4.5.2 Advanced Configuration - Multicast - IGMP snooping Global Setting
IGMP snooping is the process of listening to Internet Group Management
Protocol(IGMP) network traffic to control delivery of IP multicasts.
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= Ports
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Port Security
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Configuration Steps

1. Select [Advanced / Multicast / IGMP snooping / Global Setting] in the navigation
bar to enter the [Global Setting].

2. You can view the global configuration of IGMP snooping on the IGMP snooping
global interface.

3. If you need to modify the global configuration of IGMP snooping, you can modify
the corresponding configuration in the configuration box, and then click [Apply].

Item Description Notes
Enabled: Enable the IGMP snooping function Default:
Disabled: Disable IGMP snooping function Disabled
Blinding VLAN List of VLANSs to be bound

Select the operation for the VLAN and enter the

list of VLANs to add or remove:
Add or Remove Add: Add a VLAN. The format is as follows: 1-
VLAN 10,13,15-4094;

Delete: Delete the VLAN. The format is as

follows: 1-10,13,15-4094.

Admin Status

Route Port Valid aging time of routed ports, range 30-300.

Aging Time The default is 105. The unit is seconds.

Host Port Aging  Effective host port aging time, range 60-600. The  Unit:
Time default is 260. Second
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4.5.3 Advanced Configuration - Multicast - IGMP snooping VLAN setting

To run the IGMP Snooping querier on a VLAN, you have to enable it globally and on
the VLAN. To enable IGMP snooping on a specific VLAN, use the IP IGMP snooping
VLAN enable command in switch configuration mode.

| v  Reuter Ports ‘rmum | ouerier | Guarler intervals) | Quarlar Source IP Addrasn  Setting
| Dynamic | Disabled | Disabled | ‘ Madity

Tyt [Go[ Fmt [ Last | [ BulkConiguration |

Configuration Steps
1. Select [Advanced / IGMP Snooping / VLAN Settings] to enter the VLAN Settings

| VLAN Router Ports I Fast Leave Querier Querier Interval(s) Querier Source IP Address Setting
j 1 Dynamic Disabled Disabled Ivodify
[ Prov. | MNext |1 [ | Go| Home | Tail | Bulk Configuration

2. The IGMP snooping [VLAN Settings] interface displays all the VLAN configuration
information of IGMP Snooping.

3. Modify individual bound VLAN configuration information. After entering the [VLAN
Settings] interface, click the [Modify] to enter the modification interface, as shown in
Figure 12.2. Enter valid configuration parameters and click [Apply] to submit the
modification. Click [Cancel] to abandon the modification.

VLAN Setting
VLAN [1 | <1-2092~
Router Port Mode IW‘
- [Disabled v
Querier 'W‘
Querier Interval 60 s <30-120=s
Querier Source IP Address 0.0.0.0 ABCD
‘ Apply H Cancel |

4. Bulk VLAN configuration information in batches. After entering the [VLAN Setting],
click the [Bulk Configuration] at the bottom of the page to enter the [VLAN Bulk
Configuration], as shown in Figure 12.3. Enter valid configuration parameters and
click [Apply] to submit the modification. Click [Cancel] to abandon the modification.

VLAN Bulk Configuration

WAL |Examp\e:‘|f10,1 3,15-4094 ‘
Router Port Mode 0 /W‘
Fast Leave o /m
Querier @] /m

‘ Apply | | Cancel
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Item Description Notes
VLAN VLAN being configured

Select the mode of the routed port in this VLAN.

Use the drop-down box to modify it.

Dynamic

Static - If you choose the static routing port

mode, you still need to select specific routing

ports.

It can be selected with the check button.

Select whether to enable the quick leave mode

under this VLAN. Use the drop-down box to

Fast Leave Mode modify it.

Disabled

Enabled

Select whether to enable the querier function in

this VLAN. Use the drop-down box to modify it.

Disabled

Enable - If the querier is enabled, you need to set

the corresponding querier interval and query

source [P address.

The query interval of the querier is 30-120

seconds.

Set the source IP address of the query message

sent by the querier. The valid unicast address is

“192.168.1.11"."0.0.0.0" is also available

RouterPort
Mode

Querier

Query Interval

Queryer Source
IP Address

4.5.4 Advanced Configuration - Multicast - IGMP snooping IP Groups
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Configuration Steps

Select [Advanced / IGMP snooping / IP Groups] in the navigation bar to enter the
IP Group interface.

The IGMP snooping [IP group] interface displays the IP group information
maintained by IGMP Snooping and can be refreshed by clicking the [Refresh].
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4.5.5 Advanced Configuration - Multicast - IGMP snooping MAC Groups

[vuan | Mg Aduress | Parts

test [V Y1 [Go] Fimt | Lam | Rafrash

Configuration Steps

1. Select [Advanced / IGMP Snooping / MAC Groups] in the navigation bar to enter
the MAC Group interface

2. The IGMP snooping [MAC Group] interface displays the MAC group information
maintained by IGMP Snooping. Click the Refresh button to refresh.

4.5.6 Advanced Configuration - Multicast - IGMP snooping Multicast Table

[0 [intmn | MAc Addrens wan [Ports ]

[ ¥ [Ga] Fim | Lam |

Configuration Steps

1. Select [Advanced / IGMP Snooping / Multicast Table] in the navigation bar to enter
the Multicast Table interface

2. The IGMP snooping [Multicast Table] interface displays the Multicast Table
information maintained by IGMP Snooping. Click the Refresh button to refresh.
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4.6 Advanced Configuration - GMRP

4.6.1 Advanced Configuration - GMRP- GMRP Setting

GARP Multicast Registration Protocol (GMRP) is a Generic Attribute Registration
Protocol (GARP) application that provides a constrained multicast flooding facility
similar to IGMP snooping. GMRP and GARP are industry-standard protocols defined
by the IEEE 802.1
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Configuration steps

1. Select [GMRP / GMRP Setting] in the navigation bar to enter the GMRP
configuration interface.

2. You can view the global configuration of GMRP in the [GMRP Global Settings]
interface

3. If you need to modify the global configuration of GMRP, modify the corresponding
configuration in the GMRP global configuration box, and then click <Apply>.

Item Description Notes
Admin Status GMRP global enable switch. Default:
Enabled: Enable GMRP function; Disabled
Disabled: Disable the GMRP function.
Hold Time Hold timer period, the range is 100-32760 (ms), <2
the default value is 100ms;
Join Time Join timer period, the range is 100-32760 (ms), <2
the default value is 200ms;
Leave Time Leave timer period, the range is 100-32760 (ms), Leave Time
the default value is 600ms < Leave All
Time
Leave All Time Leave all timer period, the range is 100-32760 Leave Time
(ms), the default value is 10000ms; < Leave All
Time

GMRP Port Mode Configurations,
1.1f you need to modify the Port Mode of GMRP, Click [modify] to select GMRP Mode
as Normal, Fixed, Forbidden
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GMRP Port Mode
Port

GMRP Mode O Normal O Fixed @ Forbidden
| Apply | Ccancel |
Item Description Notes
Port \ Port name of information
GMRP Mode \ Normal, Fixed, Forbidden Default: Forbidden

4.7 Advanced Configuration - GVRP

4.7.1 Advanced Configuration - GVRP - GVRP Setting

Same as GMRP, GVRP (GARP VLAN Registration Protocol) is a VLAN registration
protocol based on GARP (Generic Attribute Registration Protocol), which is used to
register and deregister VLAN attributes
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Configuration Steps

1.Select [GVRP/GVRP configuration] from the navigation bar to enter the GVRP
configuration interface.

2.The global configuration of GVRP can be viewed in the [GVRP global Settings]
interface,

3.To modify the GVRP global configuration, modify the corresponding configuration
in the GVRP global configuration box, and then click < apply >.

Item Description Notes
GVRP global enable switch. ;
Admin Status Enabled: Enable GVRP function; BFSTI?EJLIETD
Disabled: Disable the GVRP function.
. Hold timer period, the range is 100-32760
Hold T <2
old Time (ms), the default value is 100ms;
Join Time Join timer period, the range is 100-32760 _

(ms), the default value is 200ms;

Leave Time Leave timer period, the range is 100-32760 LEAVE TIME <
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(ms), the default value is 600ms LEAVE ALL TIME

Leave all timer period, the range is 100- LEAVE TIME <

Leave AlITIMe -, 760 (ms), the default value is 10000ms;  LEAVE ALL TIME

GVRP Port Mode Configurations,
1.1f you need to modify the Port Mode of GVRP, Click [modify] to select GVRP Mode

as Normal,
Fixed, GVRP Port Mode
Port GEM v
GVRP Mode (O Normal ) Fixed ® Forbidden
Apply || Cancel
Forbidden
Item Description Notes
Port Port name of information
GVRP Mode Normal, Fixed, Forbidden Default: Forbidden

4.8 Advanced Configuration - 802.1X

4.8.1 Advanced Configuration - 802.1X - Authentication Server

IEEE 802.1X is an IEEE Standard for port-based Network Access Control (PNAQ). It is
part of the IEEE 802.1 group of networking protocols. It provides an authentication
mechanism to devices wishing to attach to a LAN or WLAN.
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Configuration Steps

1. Select [Advanced / 802.1X / Authentication Server] in the navigation bar to enter
Radius Authentication Server Configuration.

2. Check the configuration information in the interface

3. To apply the Authentication Server configuration, click [Apply] in the Authentication
Server configuration box.
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Item

Description Notes

Host

The IP of Radius Authenticated Server, IPv4 and
Dotted decimal format

Port Number

The port of Radius Authenticated Server, Default:1812

range<1-65535>, default with 1812

Shared Key

Must be consistent with Radius server,
otherwise it can not pass authentication.
String format, only contain letters, numbers,
underscores, and the length cannot be more
than 20 byte

4.8.2 Advanced Co

Expand| Collapss 00214 Global Co
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nfiguration - 802.1X - Global Setting

Configuration Steps
1. Select [Advanced / 802.1X / Global Setting] in the navigation bar to enter the [Global

Setting] interface.

2. The global configuration information can be viewed in the interface.
3. To modify the global configuration in the Global Configuration box, click [Apply].

Item Description Notes

Admin Status

Disabled: Disabled Global 802.1X Default:
Enabled: Enabled Global 802.1X Disabled

Disabled: Disabled re-authentication Default:

Reatuthentication

Enabled: Enabled re-authentication Disabled
Quiet Function Disabled: Disabled quiet function Default:

Enabled: Enabled quiet function Disabled
Authentication Method EAP/PAP/CHAP
Tx Period (Unit:Second) 1-120 Default: 30
Supplicant Timeout )
(Unit: Second) 1-120 Default: 30
Server Timeout .
(Unit:Second) 1-120 Default: 30
ReAuthentication Period  60-7200 Default:
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(Unit:Second) 3600
Quiet Period .
(Unit:Second) 10-3600 Default: 60

4.8.3 Advanced Configuration - 802.1X - Port Configurations
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Configuration Steps

1. Select [Advanced / 802.1X / Port Configurations] in the navigation bar to enter the

[Port Configurations] interface.

2. On the [Port Configurations] interface, you can view the configuration information
of each port, the current 802.1X configuration information of each port is displayed.
3. To modify the configuration of a port, simply click the [Edit] in corresponding entry
to enter modification interface, as shown in Figure 10.4. Modify the corresponding
configuration item, click the [Apply] to complete the modification, and click the

[Cancel] to cancel the modification.

802.1X Port Configurations

Port GE/5 v

Admin Status Disabled v

Authentication Control Auto v

Authentication Mode PortBased v

Max Host Number 8 <1-8> Default:8
Apply Cancel

Remarks: When the 802.1X port is configured to authentication mode, all
authenticated users will go offline and re-authentication is required to access the

network.
Item Description Notes
Port Selected port configurations
Admin Status Enabled: Enabled port 802.1X Default:
Disabled: Disabled port 802.1X Disabled

Authentication
Control

Auto: You cannot access the network before
authentication. You can access the network
after passing the authentication.
Forced-Authentication: Always have access to
the network
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Forced-Unauthentication: Always cannot

access the network

PortBased: After a user is authenticated, all
Authentication users can access the network.
Mode MacBased: All users need to be authenticated
individually to access the network.
There is maximum number of authenticated
hosts supported by the port. Authentication Default: 8
will fail if this number is exceeded.

Max Host
Number

4.8.4 Advanced Configuration - 802.1X - User Authentication Info
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Configuration Steps

1. Select [Advanced / 802.1X / User Authentication Information] in the navigation bar
to enter the [User Authentication Information] interface.

2. Click [Expand] in the upper left corner to expand the user authentication
information for all ports, and click [Close] to close the user authentication
information for all ports. Click the Hlicon to expand the user authentication
information for the corresponding port, and click the Hlicon to close the user
authentication information for the corresponding port.

3. The authentication information of the user can be viewed on this interface: user
name, client MAC address, and the time the authentication passed.

4. Click [Refresh] to refresh the current user authentication information.

www.fiberroad.com 69 I



WebGUI User Manual

4.9 Advanced Configuration - Link Aggregation

4.9.1 Advanced Configuration - Link Aggregation - Global Setting

Link aggregation is a way of bundling a bunch of individual (Ethernet) links together
so they act like a single logical link.

Expand| Collapse
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Configuration Steps

1.Select [Advanced / Link Aggregation / Global Setting] in the navigation bar to enter
the [Link Aggregation / Global Setting] interface.

2.The link aggregation global configuration can be viewed in the link aggregation
global setting interface.

3.To modify the global configuration of link aggregation, modify the corresponding
configuration in the LACP (Link Aggregation Control Protocol) configuration box, and
then click [Apply]

4.If you want to add an aggregation group, click [ set], as shown in figure 14.2. click
[Apply].

Item Description Notes
System MAC

Set the link aggregation system priority,
range 0-65535, the smaller the better.

The system supports one or more to
compute the load ports according to the
source port, source MAC, destination MAC,
source IP, destination IP, source IP port and
destination IP

Group ID Aggregation Group ID information

Set Aggregation Group Mode

Manual: Manual mode, the port of the
aggregation group member is manually
configured and the port LACP protocol is
closed.

Static: Static mode, the port of the
aggregation group member is manually
configured and the port LACP protocol is on.

System Priority Default: 32768

Distribution
Algorithm

Group Mode
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Minimum Port

The active ports minimum number of
aggregation group configuration, ranging <0-
8>, and the value cannot exceed the
maximum number of links.

Maximum Port

The active ports maximum number of
aggregation group configuration, ranging <0-
8>, and the value cannot be less than the
minimum number of links.

Member Port
List

Member port of aggregation group
configuration

Expand| Collapss Part

4.9.2 Advanced Configuration - Link Aggregation - Port Configuations
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Configuration Steps
1. Select [Advanced / Link Aggregation / Port Configurations] in the navigation bar to
enter the link aggregation [Port Configurations] interface.
2.In the link aggregation [Port Configurations]interface, you can view the link
aggregation related configuration of the port.
3. If the link aggregation configuration of the port needs to be modified, click the
[Modify] to enter the port configuration interface.
4. Select or fill in the configuration items that need to be modified, and click [Apply]
to make effective. If the configuration items are incorrectly filled, there will be

corresponding prompts.

Item Description Notes

Port Name of port

Group ID The Port ID of aggregation group

Priority Port link aggregation priority, range <0-65535> Default-32768
Enter a value to configure the LACP actor

Admin Key admin key that is used while port participates Default: 0

in dynamic aggregation selection. Rang:<0-
65535>
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Port master-slave mode in LACP protocol
Active: Active mode, the port send protocol
messages automatically when LACP protocol

LACP Mode enabled. Default: Active
Passive: Passive mode, the port will not send
protocol messages automatically, but only
send when received protocol messages.
LACP Admin Enabled: Enabled LACP on port Default:
Status Disabled: Disabled LACP on port Disabled

4.9.3 Advanced Configuration - Link Aggregation - Aggregation Information
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Configuration Steps
1. Select [Advanced / Link Aggregation / Aggregate Information]in the navigation bar
to enter the [Link Aggregation / Aggregation Information]interface.
2. In the link aggregation [Aggregate Information] interface, all port link aggregation
related information can be viewed.

3. Click [Refresh] to see the latest aggregation information for each port.
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4.10 Advanced Configuration - Loopback
4.10.1 Advanced Configuration - Loopback - Global Setting

| Loogback Global Canfiguration
| Datection Timertunit:Second) 1E] A-32147+ Datauits

"R-nm- Timar {unit Sacond) |30 “10-45535» Dgtault;30

Aoply |

Configuration Steps

1. Select [Advanced / Loopback / Global Setting] in the navigation bar to enter [Global
Setting] interface.

2. In the global configuration interface, you can view the global configuration
information.

3. To modify the global configuration, modify the corresponding configuration in the
Global Configuration box and click [Apply], as shown in Figure 11.1

Item Description Notes
Detection Loop detection packet sending interval,
Timer range<1-32767>

Port auto resume period, range<10-65535>,
must be less than 2x detection timer

Default: 5sec

Resume Timer
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4.10.2 Advanced Configuration - Loopback - Port Configuration

Part Adein Status | Resume Made Exscute Operate  Port Status Satting
GEN Disabled | Automation Shutdewn | Linkup Mexiify | Rasume Now |

GE/2 Disabled | Automation Shutdown Linkup | Wity | Resumo Mow |
O/ Disabled | Automation Shutdown : Linkdown | Moty | Resume Mow
OE/4 Disabled llulanmnn Shutdawn [Cowas | Wodity || Resuma Now |
e Disabiea | Autamation Shutdon | Linkdawn [ Moty | Resme ow
OE/8 Disabled | Automation Shutdown Linkup [ Moty Hesume Now
o Disabled | Auomation Shuldoun | Linkup [ Mocy | Fosuma Now |
OE/8 Disabled i!ulumwnn Shutdown Linkup | Modify || Rasume Now

OEfY Disablad | Autamation Shuldawn Linkdown Modily || Resume Now |
GE/I0 Disabled | Awomation Shutdown | Linkdown | Modity || Resume Now

Configuration Steps

1. Select [Advanced / Loop Detection / Port Configuration] in the navigation bar to
enter the Port Configuration interface.

2. 0On the Port Configuration page, you can see the loop detection configuration
information and running status of all the ports.

3. To modify the configuration of a port, simply click the [Edit] on the right side of the
corresponding entry to enter the modification interface. Modify the corresponding
configuration item, click the [Apply] to complete the modification, and click the
[Cancel] to cancel the modification.

Port Admin Status Resume Mode { Operate Port Status Setting

GEA Disabled Atuomation Shutdown lirkdown I'.tck:»uir;.l || Resurne Mow
GE/2 Disabled Atuomation Shutdown Linkdown | Modify || Resume Now
G/ Disabled Atuomation jShutdown Linkdown | Modify || Resume how
GE/4 Disabled Atusmation | Shutdewn Linkdown | Moaly || Resume Now
GE/S Disabled Atuomation | Shutdewn Linkdaown | Modify || Resume Now
GE/B Disahled Atuomation | Shutdown Linkdown | Modify || Resume Mow
GE/T Disabled Aluomation Shuldown Lirkeiown Nodify || Resume Mow
GE/B Disabled Atuomation Shutdown Lirkup | Madify || Resume Naw
GE/S Disabled Atuomation Shutdown Linkdown :_i"\«iod_i‘l-’;'_l Resume how
GE/10 Disabled Atuomation Shutdown Linkdown | Modify || Resume Mow

4. After a loop occurs on a port and the port is shut down or blocked by a specified
action, if you want to restore it immediately, you can click the [Restore Now] on the
right side of the corresponding entry.
LoopBack Port Configurations

Port GE/7 r
Admin Status
Resume Mode
Execute Operate
| Apply || Cancel
Item Description Notes
Port Selected Port
Disabled: Disabled loop detection Default:
Admin Status . )
Enabled: Enabled loop detection Disabled
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Automatic: After the loop occurs, the port is

closed or blocked, and the port automatically
Resume Mode  recovers.

Manual: After a loop occurs, the port is closed

or blocked, need to manually restore the port.

Shutdown: After the loop occurs, the port is

Execute shutdown
Operate Blocked: After a loop occurs, the port is
blocked

4.11 Advanced Configuration - STP

4.11.1 Advanced - STP - Bridge Configuration

The Spanning Tree Protocol (STP) is responsible for identifying links in the network
and shutting down the redundant ones, preventing possible network loops. In order
to do so, all switches in the network exchange BPDU messages between them to
agree upon the root bridge.
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Configuration Steps
1. Select [Advanced / STP / Bridge Configuration] in the navigation bar to enter the
STP[Bridge Configuration] interface.
2.The STP Bridge Configuration can be viewed in the [Bridge Configuration] interface.
3. To modify the configuration, you can enter the values that need to be configured
directly in corresponding configuration item.

Item Description Notes

STP Mode STP/RSTP/MSTP
STP System priority,Range<0-61440>, the step
must be 4096
Delay when port switch between disabled /
listening / learning / forwarding, Range<4-30>
The maximum survival time of the STP
protocol packet received by the bridge. If no Default:

Bridge Priority Default: 32768

Forward Delay Default:15sec

Max Age new protocol packets received at this time, the  20second
packet will be discarded. Range<6-40>
Maximum Hop Determines the transmission range of bpdu. Default:
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Count The range of hops is 6-40. 20

Transmit Hold  Count the number of sending hops. The count  Default: 6 per
Count range is 1-10. sec
BPDU Filtering & P Disabled

edge port feature enabled.

BPDU guards prevent bridging loops by

Edge Port enabling ports with edge port characteristics
BPDU Guard to enter the err-disable state when receiving
BPDUs
Enable the recovery function for the port in the
Port Error : .
Recover err-disable state. If checked, it is enabled. By
y default, if it is not checked, it is disabled.
Port Error
Recover . .
. y Restart this port after timeout.
Timeout

4.11.2 Advanced-STP-Mapping Configuration
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Configuration Steps

1. Select [Advanced / STP / Mapping Configurations] in the navigation bar to enter the
STP [Mapping Configuration] interface.

2.The STP Mapping configuration information can be viewed in the [Mapping
Configurations] interface.

3. To modify the mapping configuration, you can enter configuration item on the
right side of the corresponding ccolumn .

Item Description Notes

Port Port Name

Configuraiton MAC address identifier

Name

Configuration The modification range is 0-65535 Default:0

Revision

VLANs Mapped

Use commas to separate, the VLAN range is 1-
4096, such as 2-5,7, 9, etc
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4.11.3 Advanced-STP-Priority Configuration

|| T Priority Contiguration
] [ty

32788~
32100 v

cIsT
MSTH

MSTIZ azres ~
MsT [res v
WSTIA s v
MSTIS 2res A
MSTI6 2708 >
| Aares ~
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Apply | Retresn |

Configuration Steps
1. Select [Advanced / STP / Priority Configurations] in the navigation bar to enter the
STP [Priority Configuration] interface.
2. The STP Priority configuration information can be viewed in the [Priority
Configurations] interface.
3. To modify the priority configuration, you can enter configuration item on the
right side of the corresponding column .
Item Description Notes
The size of the bridge priority determines
— whether the device can be selected as the root
Priority of the spanning tree. The bridge priority Default:32768
ranges from 0 to 61440

4.11.4 Advanced-STP-CIST Port Configuraion

Port STP Enabied Paih Cost Priority Adumin Edga huto Edge mw—mn-i on | DPDU Guard Point-to-point
D =< v = = & 5] = 5
ol ] | Spacific v 200000 iz [Nor-Eage v | o & | Auto
GEf2 | Specific v 200000 128 v | No-Edgs v | =} (=] o | Auto
& | @ [Seeciicw| | (20 | | (feBv| | [Menkdev] | @ o 0 Ao
GE4 a | Specific » 200000 128 v, | Mon-Edge v = [} =) | Auto
GE/S | Spacific v | 200000 128~ Mon-Edgs ~ | 1] o o Auto
GE/A G | Spacific | 200000 128 %] [ Non-Edge v | (] =] Auto
GE | Spacilic ~ 200000 28| NorEages v | 5] 0 Ao
BE/B [ | Spasific | 200000 128 v | Non-Edge v | O o Auto
oEn ] [ Specitc v| 200000 2 [Wontiev| | B = O [Auto .
s a [Gpaoe ] 200000 Y =x] o ko
Aoply | Refrash

Configuration Steps

1. Select [Advanced /STP / CIST Port Configuraion] in the navigation bar to enter the
STP [CIST Port Configuraion] interface.

2. The STP CIST Port Configuraion can be viewed in the [CIST Port Configuraion]

www.fiberroad.com 77 I



interface.

WebGUI User Manual

3. To modify the CIST Port Configuraion, you can enter configuration item on the
corresponding column .

Item

Description Notes

Port

Display switch port number

STP Enabled

The checked end means the port stp function

is enabled. If it is not checked, it is disabled. Default:Disabled

Path Cost

<> ~
[ Auto ] Default:Auto

Auto: Auto Negotiation
Specific: Manual Setting

Priority

When the port priority is changed, STP will

recalculate the role of the port and perform

state migration. The value of the port priority Default:128
can only be a multiple of 16. The

configuration range is 0-240.

Admin Edge

Default:

Non-Edge/Edge Non-Edge

Auto Edge

If it is selected, automatic edge port
identification is enabled. If it is not selected,
automatic edge port identification is
disabled. By default, automatic edge port
identification is enabled

Role

If it is selected, the role is enabled. If it is not
selected, the role is disabled. By default, the
role is disabled

TCN

The check end indicates TCN. If the check end Default:Disabled
is not selected, TCN is disabled. )

BPDU Guard

The BPDU Guard enables an edge port to
enter the Err-disable state when receiving
BPDUs to prevents bridge loops. The BPDU
filter prevents the switch from sending
BPDUs to hosts on an edge port. This
function is disabled by default

Point-to-Point

Force True: Indicates point-to-point link.
If the port is in full-duplex mode, the link
type is point-to-point link.

Force False: Shared link. If the link is running
in half-duplex mode, the link type is shared.
Auto: Indicates that the port automatically
establishes a link. The default port
automatically establishes a link.

Nowadays, switches are generally of point-to-
point link type
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4.11.5 Advanced-STP-MSTI Port Configuraion

Expand| Colapse
Device Summary
+ Sy - Part Path Cost Priority
+ Management | = =
+ Base Configuration ek
= Advanced oK/
W Ports. 0E/3
ACL
'+ DHEP snooping
't DHCP Server
+ Multicast
- GMRP

GMRP Sutting
- GURP
GURP Setting 0g/10

¥ 802.1X Apply | Ratrosh
0 Link Aggregatian
+ Loopback
= 5T
Bridge Canfiguration
Mapping Configuration
Priarity Configuration
CIST Part Configuration
METL Port Configuratn
Bridgas Status
~Ports Status
Statistics
4 ERPS
41 L3 Config
4 Alarm
+ Pok Management

Configuration Steps

1. Select [Advanced / STP / MSTI Port Configuraion] in the navigation bar to enter
the STP [MSTI Port Configuraion] interface.

2. The STP MSTI Port Configuraion can be viewed in the [MSTI Port Configuraion]
interface.

3. To modify the MSTI Port Configuraion, you can enter configuration item on the
corresponding column .

Port Display switch port number

<> ~
Path Cost [AUtO ]

Auto: Auto Negotiation
Specific: Manual Setting
When the port priority is changed, STP will
recalculate the role of the port and perform
Priority state migration. The value of the port priority Default:128
can only be a multiple of 16. The configuration
range is 0-240.
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4.11.6 Advanced-STP-Bridges Status

msn Bridge 10
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Configuration Steps

1. Select [Advanced / STP / Bridges Status] in the navigation bar and enter the STP
[Bridges Status] interface.

2. The Bridges Statuscan be viewed in the [Bridges Status] interface

3. Click [Refresh] to show the latest running information.

Click the name of the MSTI column, for example, the blue text with the
underline "CIST" here, to view detailed status information about the bridge.

TP Dotallad Bridge Siatus

Bridge nstance et

Bridge 1D 32748.00-18-93-12-84-4D.

Reot 1D 32168.00-18-93-12-84-40

Root Port

‘Root Path Cost a

Raglonal Root 32168.00-18-93-12-84-4D

Int, Path Cost o

‘Max Haps I

Topology Flag Stuady

Topclogy Change Count o

Topology Change Last 0a 013822

CIST Parta & Agregations State

Part siate Prioity Pah Cost ™ Polni-ta-paint | uptime

oen Formariing s 200000 Yo Yor [oamanza

[ Farwarding [ 200000 Yes v [oaoranzz

OE/4 e ?ﬁﬂu Yo You :

0E/k | Ferwaraing [ 200000 Yos You

o8/ [ reracog Taw | 200000 He = Toaomanas

e Forwarding It 200000 s Yo [oamavan.
| Ratreah | Back |
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4.11.7 Advanced-STP-Ports Status
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Configuration Steps

1. Select [Advanced / STP / Ports Status] in the navigation bar and enter the STP
[Ports Status] interface.

2. The Bridges Statuscan be viewed in the [Ports Status] interface

3. Click [Refresh] to show the latest running information.

4.11.8 Advanced Configuration - Statistics

o Tranamitiod Recaived [ Discarded
msTR RSTP 5P TON MSTP RSTP st TeN  Unknown ltagal
€N I a0 o [ o o [N o T [
08 o 3030 o 0 |0 o iﬂ o
GE/4 0 3032 0 0 0 0 |o 0 |0 o
e/ 0 2054 [ 0 o o io ]
?Eﬂ' o ELLH o L) q ! irll L) i? o
oE/8 0 1087 [ (] 0 0 |0 ] o (]
Rofrosh |

Configuration Step

1. Select [Advanced / STP / Statistics] in the navigation bar and enter the STP [Statistics]
interface.

2. The STP current running information can be viewed in the [Statistics] interface

3. Click [Refresh] to show the latest running information.
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4.12 Advanced Configuration - ERPS

4.12.1 Advanced Configuration - Global Setting

Ethernet Ring Protection Switching, or ERPS, is an effort at ITU-T under G. 8032
Recommendation to provide sub-50ms protection and recovery switching for
Ethernet traffic in a ring topology and at the same time ensuring that there are no
loops formed at the Ethernet layer.

“| | £RPs Global setting
Link Check |ID\|ab|ud

nabied )

Note There s a way 0 by 18 reommende 10 Disatiethe ik check. 18 the ring port. you may o Enable’ it in follawing (wo cases:

Configuration Step
1.Select [Advanced / ERPS / Global Setting] in the navigation bar and enter the ERPS
[Global Setting] interface

Remarks: 1, There is a way to check port link by sending packets. If the optical port is
used as the ring port, it is recommended to ‘Disable’ the link check. If the ethernet
port is the ring port, you may decide whether to ‘enable’ it in the following two cases:
(1) Please enable it if the switch time demand is very high. Although the switching
time has been improved, the drawback is that the packet mechanism will occupy
bandwidth.

(2) Please disable it if the switching time requirement is not high.

4.12.2 Advanced Configuration - ERPS - Ring Setting

Ring 10 o128

East Porl GEN
Wast For GE

1 o112 minutes

500 +18-2060+ il conds Datault

0 40-10000- niliseconuds Dutaull0 millisee
| Apply
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Configuration Step
1. Select [Advanced / ERPS / Ring Setting] in the navigation bar and enter the ERPS
[Ring Setting] interface

Item

Description

Notes

Ring ID

Ring Adding ID <1-255>

Ring Type

Major-ring / Sub-ring

Node Type

Transfer: Forward both service packets and
protocol packets

rpl-owner: Responsible for blocking traffic over
the RPL so that no loops are formed in the
Ethernet traffic. There can be only one RPL owner
in a ring.

rpl-neighbour: An Ethernet ring node adjacent to
the RPL. It is responsible for blocking its end of
the RPL under normal conditions. This node type
is optional and prevents RPL usage when
protected.

Protocol VLAN

Adding ring ERPS protocol VLAN

East Port A Ring port created on this node
West Port Another ring port created on the node
*Port on an RPL Link
RPL Port East Port
West Port
Belong Major
Ring
Virtual
Channel
WTR Timer <1-12> minutes, Default: 1 minutes, Step 1

minutes

Guard Timer

<10-2000>milliseconds Default:500 milliseconds,
Step is 10 milliseconds

HoldOff Timer

<0-10000>milliseconds Default:0 milliseconds,
Step is 100 milliseconds

4.12.3 Advanced Configuration - ERPS - Ring Information
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Expand | Collanse

Configuration Step

1. Select [Advanced / ERPS / Ring Informations] in the navigation bar to enter the
interface of ERPS [Ring Network Information].

2. The ERPS current running information can be viewed in the [Ring Informations]
interface.

3. Click [Refresh] to show the latest running information.

Expand | Collapse

~ Ring ID:1

Ring Type major-ring Mode Type transfer Protocol Vian 1

Revertive revertive F5M State protection Virtual Channel | with

East Part GE/1/blocking West Port GE/2/blocking Belong Major ring | N/A

Guard Timer S00milliseconds HoldOff Timer Omilliseconds WIB Timer S000milliseconds
WTR Timer Tminutes Farce Switch Disabled tanual Switch Disabled

Refresh

4.13 L3 Config - Static Router Config

Add Type

Destination
Subnel Mask

| P BED)
| el BLD)

Getewny

IPeAABED)

Apply || Cancet |

Configuration Step

1. Select [Advanced / L3 Config] in the navigation bar to enter the interface of Static
Router Config.

2. The Static Router Configuration can be viewed in the [Static Router Config]
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interface.
3. Click [Add] to add additional Static Enrties .

4.14 Advanced Configuration - Alarm
4.14.1 Advanced Configuration - Alarm -Relay Setting

Alarm Event Port Admin Status Link Status. Alarm Status |
I ~| |
LinkDawn =0 Disabled v v to |
T Toen ] v M |
LinkDawn :GEI! [Disablod ~| * No |
LinkDown [ o/ Diabed | v Mo 1
LinkDawn GE/S Disabied v | ® Ho |
LinkDawn GE/6 Disabled v | v No |
LinkDawn [ozr Disabiod | v Ho |
LinkDawn | ogfa Disablod v v o |
LinkDawn GES? Disabled v ® Ho |
LinkDawn | sEfM0 Disabled | ® No |
Pawer Supply | WA Enatlod v| N/A Ves{Power 1) |
Low Temperature [hra {Enablod v N/A [P |
ﬁiw'rmncrmu | A "i:;ﬁsd' ~| WA No |
LinkDawn | BEN Disabled  ~| v Ho |
LinkDown oEf2 Disabied ~| v No |
ey I = = . |
LinkDawn | oE/u v Mo |
LinkDawn | oErs ® He |
LinkDawn | 6Ef6 v o |
LinkDawn | GEMT v Ho |
LinkDawn |oeh v Mo |
LinkDawn | ogfe ® Mo |
LinkDawn GENO ® Ho
Pawer Supply | N N/ ‘Yos{Power 2) |
gy | Rafraeki

Configuration Step

1. Select [Advanced / Alarm / Relay Setting] in the navigation bar to enter the
interface of Alarm [Relay Setting].

2. The Alarm Event, Admin Status, Link Status and Alarm Status can be viewed in the
[Relay Setting] interface

3 Select [Disabled/Enabled] of admin Status, Click[Apply] to submit the admin status.
4. Click [Refresh] to show the latest running information.

4.13.2 Advanced Configuration - Alarm - Led Setting

arm Bt Port i Stas Uik Siatus ilarm Status
LinkDown | 0EN 1 | Disabled v v Na
LinkDown | otz [Diablad v v 3
LinkDown och | Dinabioa_~ = No
LinkDawn OF/d | Disablod v v Na
LinkDown oE/s [Disabled_ + = No
LinkDown [ | [Gwablad v v o
LinkDown [ [Dablad_ v v No
LinkDawn GE/M | Disabled  ~ v Na
LinkDawn oEl | Gablod_~ £ No
LinkDown oEM0 | [Oiabled_+ x [No
Power Supply Nik Enabled v /A Yes
Low Temperature Nik ‘V\ Enabled  + N/a N
High Tamparsture Wik | Enatlag_+/ WA No

| Apply | Ratrosh |

Configuration Step

1. Select [Advanced / Alarm / Led Setting] in the navigation bar to enter the interface
of Alarm [Led Setting].

2. The Alarm Event, Admin Status, Link Status and Alarm Status can be viewed in the
[Led Setting] interface
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3 Select [Disabled/Enabled] of admin Status, Click[Apply] to submit the admin
status.
4  Click [Refresh] to show the latest running information.

4.13.3 Advanced Configuration - Alarm - Temperature Setting

Low Temperature Threshold(c) |-40 | 80 - 1285 Defautt -40
High Temparature Threshold(*C} |85 | 80 - 128+ Dafavit 85

[ Ratosn | Apply |

Configuration Step

1. Select [Advanced / Alarm /Temperature Setting] in the navigation bar to enter the
interface of Alarm [Temperature].

2. The current temperature and temperature setting can be viewed in the
[Temperature Setting] interface

3 Enter required temperature value at the Low / High Temperature Threshold(‘C),
Click[Apply] to submit the modification.

4. Click [Refresh] to show the latest information.

4.13.4 Advanced Configuration - Alarm - Trap Setting

Aarm Event port Ademin Statan Link Status Alarm Status
LibkUp aeN (Disabiod | v Na
LinkUp ot/ Disablad v v Na
Linkp OEA | Disabled = No
Linkp | oen | [Divatied ~ v N
Linklp. |oen | [onatied ~ ® 3
Linkp /e [ Disablod v v No
Unklp oEf [Dinabled v v No
inktp. oE/ [Diabled~ v No
Linkip [ [Dnablod v ® (Mo
Linktp | aem | [Diratied ~ IE3 No
LinkDown oEN [Diablad v v No
LinkDown I [Gnablad v v No
LinkDawn [ oe Twabiod ~ x® No
LinkDawn GE/4 | Disabled v N
LinkDwn [ [Dinaiod v E No
LinkDawn ol [Dinabled v v No
LinkDown L | Disablod v v Na
LinkDown oE/ [ Disablad v v No
LinkDawn oEl [Duablod v x No
LinkDawn BEM0 [Dwiblad v £ [N
‘Powrer Supply Thm [ TEnatied ~ W Yes(Powar 2)
Low Tomperature N/ [Enabied_+| WA Ne '
High Tomperature NiA | [Enabled_+ T No

| Apply | Retash |

Configuration Step
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1. Select [Advanced / Alarm / Trap Setting] in the navigation bar to enter the

interface of Alarm [Trap Setting].

2. The Alarm Event, Admin Status, Link Status and Alarm Status can be viewed in the

[Trap Setting] interface

3 Select [Disabled/Enabled] of admin Status, Click[Apply] to submit the admin
status.

4  Click [Refresh] to show the latest running information.

4.13.5 Advanced Configuration - Alarm - Power Setting

Pawer Supply Capability Pawer | & Powar 2
Power Supply Configuration  power | B Pawar 2

Ratresh | Apply |

Configuration Step
1. Select [Advanced / Alarm / Power Setting] in the navigation bar to enter the
interface of Alarm [Power Setting].

4.15 PoE Management

{0-300 W)
(0-100%)
10 8/300W

GE/T | No PD Datactsd

Configuration Step
1. Select [PoE Management/Port Configuration] in the navigation bar to enter the
interface of [Port Configuration].
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2. The PoE Port Status and configuration can be viewed in the [Port Configuration]

interface.

PoE Glabal Setting
Management Made

Max Supply Power

PoE Usage Threshold
Current Power Consumption

Total Reserved Power

Note:If you want to disable POE mode. you must disable the port smart power a

class-cansump v
300 (0-300 W)
85 (0-100%)
| %

| £

10.8/300W

n.5/300W

nd timing power supply.

Item

Description

Management Mode

1) Class-reserved

2) Class-consump

3) Allocated-reserved

4) Allocated-consump

Class: The corresponding power is allocated

according to PD grading, as shown in the figure below:
Class0 | Class1 | Class2 | Class4 | Class 4
Watts | 15.4W | 40W | 7.0W | 15.4W | 30.0W

Allocated: A power value is directly assigned to PD
regardless of the PD level, and this power value can
be set. If POE+ is enabled, the maximum power is
15.4W. If PoE+ is enabled, The maximum power is
30.0W.

Reserved: Calculate the total power of the system
according to the power allocated to PD.

Consump: The total system is calculated according to
the current power consumed by PD.

PoE Usage Threshold

When the power consumed exceeds this threshold,
the interface will display red if the corresponding PoE
Max lights will be lightened.

Current Power
Consumption

The sum of the power consumption of all PDs as a
percentage of the total maximum output power.

Total Reserved Power

Power allocated to PD as a percentage of total power

Runni

Port 5!8\05 Current Used(mA) Fvwlr Used(W)

ing Status. ‘Admin Status

Riqueilli Power{W) Allocilld Power(W) PD Class PoE Mode Frluﬂty Fow" Limit(w)

<

<

<

GE/3 | No PD Detected 0

-—————-[e

GE/S | No PD Detected 0

-————_-I ETTIED

GE/7 | No PD Detected 0

-————__IE abli FoE

Total

Unknown Enabled PoE+ Low

M
known || Enabled PoE+ Low ~ 30.0
o co—
Unknown Enabled PoE+ Low v 30.0
3 —

Item

Description

Running Status

Port/Current Used(mA)/Power Used(W)/Requested
Power(W)/Allocated Power(W)/PD Class (Class0-4)

Admin Status

PoE Mode:(Disable/Enabled PoE/Enabled PoE+)

Priority: Low(Default), High and Critical

When the power consumed by the PD device is
greater than the total power that the PSE can provide,
it is @ means to ensure that key devices can supply
power preferentially. When the power supply of the
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PSE equipment is insufficient, if different terminals
When the port priorities are the same, the priority is
sorted according to the port number, and the port
with the smaller port number is given priority to
ensure the power supply.

Power Limit(W):The maximum output power of the
port. This value only takes effect when the
management mode is Allocated.

4.15.2 PoE Management -

:‘ ;;:::;;;;Mm * Sman Power Cantly
& Adlvanced Zero Traffic Duration
+ Ports
» ACL
4 DHCP snaoping
'+ DHER Server
¥ Multicast
= GMRP G
GMRF Setting gE/z
- GVRP oEf3
GYRP Setting OF/4
+ B02,1% GEfS
+ Link Aggregation o/
¥ Loogtack 087
+ TR

Port Smart Powar Confly
Port

GE/8
 ERPS
~ L3 Config
Static Router Config
= Alarm
Relay Setting
Lad Satting
Temperature Satting
Trap Seting
Power Setting
= PoE Management
Port Config
Srman Power Cenflg
Time Range Config
Timing Supply Canfig
+ Extended

Smart Power Configuration

(8D-4005)

Configuration Step

1. Select [POE Management/Smart Power Configuration] in the navigation bar to
enter the interface of [Smart Power Configuration].
2. The smart power configuration can be viewed in the [Smart Power Configuration]

interface.

Item

Description

Zero Traffic Duration

If there is no traffic detected on the port after the above
duration(Zero Traffic Durtation), the port will disable PoE and
reenable PoE after 10 seconds.

Configurable Duration: 60-600s

Smart Power

Disabled/Enable (Default: Disbled)

4.15.3 PoE Management - Time Range and Time Supply Configuration
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R
+ Base Configuration
-~ Advanced

+ Ports

+ACL

4 DHCR snooping

Aukd Time Range Cantiy

+ DHCP Servar
+ Multicast
“ GMRP
GMRP Satting
= GVRP
GVRP Setting
+ 802.4%
+ Link Aggregatian
+ Loopback
v sTR
+ ERPS
= L3 canfig
Static Router Config
« Alarm
Relay Setting
Led Satting
Temperature Setting
Trap Setting
Power Satting
- PoE Management
Port Config
Smart Powar Canfig

"
Timing Supply Canfig
4/ Extended

Configuration Step

1. Select [PoE Management/Time Range and Timing Supply Configuration] in the
navigation bar to enter the interface of [Time Range and Timing Supply
Configuration].

2. The smart poe schedule can be configurate with [Time Range and Timing Supply
Configuration] interface.

PoE Schedule Configuraion Step

Add Time Range Config
Name

Mode @ Absolute ) Periodic

Start Time 1970 v |-|01 v~ |-|01 v | |00 v|:(00 v ;[ 00 v
End Time 1970 v |-|01 ~|-[01 ~|[00 ~|:|00 ~|: 00 »
Apply Cancel

1. Enter the name of Time Range
2. Select Mode [Absolute / Periodic]
3. When selected Absolute mode, also select start time and end time

Add Time Range Config
Name

Mode © Absalute @ Periadic

Tims 00 +]:[00 v:00-[00 +]:[00 v]: 00

Week [ sun (IMon [ Tues [1wed () Thur [ Fri [ sat
Apply: Cancel !

4. When selected Periodic mode, also select time and week.

Note: This time is the system time used, so it is best to enable the SNTP client
of the switch to synchronize the system time.

4.16 Extended

4.16.1 Extended - Port Cable Setting

You can check the status of copper cables using the time domain reflectometer
(TDR). The TDR detects a cable fault by sending a signal through the cable and
reading the signal that is reflected back to it. All or part of the signal can be reflected
back by any number of cable defects or by the end of the cable itself.
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Can

“| [ Port Cabla Tost
Claen Coefz (loen [ oENM [ oe/s [oes IoEf [ oE/m

Port List

[pon | channel aim) | Channel Bim) | Chamne cimd | enannet 0m) |

Configuration Step

1. Select [Advanced / Extended /Port Cable Test] in the navigation bar to enter the
interface of [Port Cable Test]

2. The Port Cable Setting and Result can be viewed in the [Port Cable Test] interface
3 Select needed test port at the port list,Click[Start] to submit the testing.

4.16.2 Extended - Ping Test
The easiest way to ping a specific port is to use the telnet command followed by the
IP address and the port that you want to ping.

Ping Tast

| Start | Cloar

Configuration Steps

1. Select [Advanced / Extended /Ping Test] in the navigation bar to enter the interface
of [Ping Test].

2. The ping test configuration and process can be viewed in the [Ping Test] interface
3 Enter destination address, Click[Start] to submit the ping test, all the command
can be viewed at the below blank.

4. Click [clean] to clean all of the command at the blank..
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5 Extension
5.1 Series Management
5.1.1 Series Managemetn- Serial Device

« © & hot secu 68.1.6/maln

FIBERROAD

e 000056

‘Expand| Collapss: D 10 T Bad Ko Dans s Pariey Stop Bits

Configuration Steps

1. Select [Serial Management /Serial Device] in the navigation bar to enter the
interface of Serial Management [Serial Device].

2. The serial ports configuration can be viewed in the [Serial Device] interface

3. Select required Type, Baud Rate, Data Bits, Parity, Stop Bits, Click[Apply] to submit
the modification.

4. Click [Refresh] to show the latest information

Item Description
Type of serial ports
Type <232/422/485>

To make two devices compatible with each other
baud rate is mentioned in the serial communication
so that the transmission becomes easy and error free.
<2400-115200>
The data bits transferred through a serial port might
represent device commands, sensor readings, error
messages, and so on.
<5-8>
Parity is a method of detecting errors in transmission.
When parity is used with a serial port, an extra data
bit is sent with each data character, arranged so that
the number of 1 bits in each character, including the
parity bit, is always odd or always even.
<None/Odd/Even>
The stop bit is used to signal the end of a frame. The
data is contained in the data bits and the parity bit is
Stop Bits an extra bit that is often used to detect transmission
errors.
<1/2>

Baud Rate

Data Bits

Parity
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Device ID. Made Remowe | RemowFori (00 -63515) I Local Pore (349-65535)

Configuration Steps
1. Select [Serial Management /Serial Protocol] in the navigation bar to enter the
interface of Serial Management [Serial Protocol].
2. The serial ports protocol can be viewed in the [Serial Protocol] interface
3 Select required Mode, Remote IP, Remote Port, Local Port Click[Apply] to submit
the modification.
5. Click [Refresh] to show the latest information.

Item Description
Disable
TCP Server: Stream the serial communication
through TCP/IP protocol
TCP Client: TCP Client will connect to server to
realize data transmission between the serial port
device and server. UDP: In UDP Mode, you can

Mode . . - .
unicast or multiunicast data from a serial device to
one or multiple host computers. Modbus ASCII
TCP Server
Modbus RTU TCP Server
Modbus ASCII TCP Client
Modbus RTU TCP Client

Remote IP As needed

Remote Port <500-65535>

Local Port <500-65535>

NOTE: The original Modbus specification included two possible transmission modes:
ASCIl and RTU. Modbus RTU mode is the most common implementation, using
binary coding and CRC error-checking. Modbus ASCIl messages (though somewhat
more readable because they use ASCII characters) is less efficient and uses less
effective LRC error checking. ASCIl mode uses ASCII characters to begin and end
messages whereas RTU uses time gaps (3.5 character times) of silence for framing.

www.fiberroad.com 93 I



WebGUI User Manual

The two modes are incompatible so a device configured for ASCIl mode cannot
communicate with one using RTU. Modbus ASCII messages require twice as many
bytes to transmit the same content as a Modbus RTU message

5.1.3 Series Managemetn- Serial Statistics

FIBERROAD

Running Tare 001626 Saee  Language [Auo v | Loooul

Examnd | Catacas
e (o]

By

s I

Bapacem [T Pk [

- ferial 3 [Ceer]
BBy

== o
[xreceen [o

[ Ciearan | | Refesn

R Packets

Configuration Steps

1. Select [Serial Management /Serial Statistic] in the navigation bar to enter the
interface of Serial Management [Serial Statistics].

2. The serial ports setatistics can be viewed in the [Serial Protocol] interface.

3. Click [Clear All] to restart the staticstics .

4. Click [Refresh] to show the update statistics information.
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The information in this document is subject to change without notice. Fiberroad
has made all effects to ensure the accuracy of the information, but all
information in this document does not constitute any kind of warranty. If you
have any questions please feel free to contact to us.

Fiberroad Technology Co., Limited
www.fiberroad.com

Sales Support: sales@fiberroad.com
Technical Support: support@fiberroad.com
Service Support: service@fiberroad.com
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